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Introduction

This configuration guide helps you configure VPN Tracker
and your WatchGuard Firebox device to establish a VPN con-
nection between them.

Using the Configuration Guide

Part 1 - VPN Gateway Configuration

The first part of this guide will show you how to configure a Mobile User VPN
(MUVPN) connection on your WatchGuard device.

your WatchGuard device, it can't replace it. Please read this

: This guide is a supplement to the documentation included with
documentation before starting.

Part 2 - VPN Tracker Configuration

In the second part, this guide will show you how to configure VPN Tracker to
easily connect to your newly created VPN tunnel.

Part 3 — Troubleshooting and Advanced Topics

Troubleshooting advice and additional tips can be found in the final part of
this guide.

If you are setting up VPN on your device for the first time, we
strongly recommend you keep to the tutorial-style setup in the
first and second part of this document and make modifications
only after you have tested the basic setup.

o

Conventions Used in This Document

Links to External Websites

Sometimes you will be able to find more information on external websites.
Clicking links to websites will open the website in your web browser:

http://equinux.com

Links to Other Parts of this Guide

A — Link will take you to another place in the configuration guide. Simply
click it if you are reading this guide on your computer.

Tips and Tricks

This configuration guide contains lots of great tips. You can eas-

¥ ily spot them by looking for the light bulb icon.

Warnings

This exclamation mark warns you when there is a setting or ac-
tion where you need to take particular care.

Getting Help

VPN Tracker makes VPN simple. However, computer networking and VPNs can
be complex and tricky at times, so we have also built in tools and helpful fea-
tures that will assist you if you ever run into problems. Check out — Trouble-
shooting for more information.
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Prerequisites

Your VPN Gateway

This guide applies to WatchGuard Firebox devices running Fireware XTM.

» Firebox X Edge e-Series
» Firebox X Core e-Series
» Firebox X Peak e-Series
» XTM 2 Series

» XTM 5 Series

» XTM 8 Series

» XTM 10 Series

' Make sure you have the newest available firmware installed on
A your device. This guide describes the web-based configuration

using Fireware XTM. Screenshots are based on Fireware XTM 11.1.

Internet
_— / VPN Connection
—=3.2.) ST D P ROy
e B e ———

Mac running
VPN Tracker

Your Mac
VPN Tracker runs on Mac OS X 10.4, 10.5 and 10.6
The configuration described in this guide requires VPN Tracker 6. Make sure

you have all available updates installed. The latest VPN Tracker updates can
always be obtained from http://www.vpntracker.com

Scenario

In our example, we need to connect an employee's Mac to an office network.
The diagram on the bottom of this page illustrates this scenario.

This guide assumes that the Mac running VPN Tracker already has internet
connectivity. The office's WatchGuard device (the “VPN gateway”) is also al-
ready connected to the Internet and can be accessed through a static IP ad-
dress or DNS host name. In our example setup, we will be using a host name:
vpn.example.com.

The VPN gateway has a second network interface which is connected to the
internal office network (LAN). In our example, the office network has the IP
range 192.168.13.0/24 (which is the same as 192.168.13.0/255.255.255.0). This is
the network that will be accessed from the employee’s Mac through the VPN.
It is called the “Remote Network”in VPN Tracker.

ige

S Fireboc” 22

Firebox
VPN Gateway

Office Network
vpn.example.com

192.168.13.0 / 255.255.255.0
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Terminology

A VPN connection is often called a “tunnel” (or “VPN tunnel”). Every VPN tunnel
is established between two “endpoints’ In our example one endpoint is VPN
Tracker and the other endpoint is the VPN gateway. Each endpoint is called
the other endpoint’s “peer”.

Please note that for each endpoint, the settings on the other endpoint are
considered to be “remote; while its own settings are considered to be “local’
That means a“local” setting from VPN Tracker’s perspective, is a “remote” set-
ting from the VPN gateway’s perspective, and vice versa.

The sample configuration described in this guide is called a “Host to Network”
configuration: a single computer, called a “Host” establishes a VPN tunnel to an
entire “Network” behind the VPN gateway.



My VPN Gateway Configuration

Throughout this guide, there are certain pieces of information that are needed later on for configuring VPN Tracker. This informa-
tion is marked with red numbers to make it easier to reference it later. You can print out this checklist to help keep track of the
various settings of your WatchGuard Firebox device.

Firebox IP Addresses

© WAN IP Address: ) ) ) or hostname

@ LAN IP Address / Subnet: ) ) ) /

Group Authentication

® Group Name:

@ Passphrase (Pre-Shared Key):

Allowed Resources

® LAN Network Address / Subnet: ) ) ) /

User Authentication (XAUTH)

® Username:

@ Password:




Task 1 - VPN Gateway Configuration

We will start out with a fairly simple setup. If you have more
complex requirements, you can always refine your configura-
tion later.

Step 1 - Retrieve the WAN and LAN Addresses

Log into your Firebox's web interface now. The web interface can usually be
reached from the trusted network (LAN) of your Firebox.

For example, if your Firebox’s LAN IP address is 192.168.13.123, you would ac-
cess the configuration web interface at

https://192.168.13.123:8080
For more information, please refer to your Firebox’s documentation.

Once logged, in, navigate to Dashboard. On the Dashboard, you will find an
overview of the IP addresses used by your Firebox:

A Network Interfaces Hide
@ ‘ e Link Status Alias A IP Gateway
Dashboard @ u External 0194.145.236.123/24 194.145.236.1
System Status @ Down External-2 0.0.0.0/0 0.0.0.0
Network @ Down Optional-1 192.168.112.1/24 0.0.0.0
Firewall @ Up Trusted 9 192.168.13.123/24 0.0.0.0
Subscription Services Zoom Configure
Authentication
VPN
System

If you have not done so already, print out the — configuration
» checklist, so you can easily keep track of the various settings.

» Locate the External entry. This is your Firebox’s WAN IP address. Write it
down on your — configuration checklist as @ . Do not write down the part
after the forward slash (/). In this example, you would write: 194.145.236.123.
If your Firebox has a DNS hostname (e.g. vpn.example.com), write down the
hostname as well.

» Locate the Trusted entry. This is your LAN IP and Subnet. Write it down as
® This time include the part after the forward slash (/). In the example, you
would write: 192.168.13.123/24

Step 2 - Add a Mobile User VPN Group

» We will be using the Mobile User VPN (MUVPN) on the Firebox. To begin,
access your WatchGuard's web configuration interface and log in.

» Go to VPN > Mobile VPN with IPsec

Fireware XTM Web Ul
@atchGuard
User: admin | LiveSecurity | Help | Support | Logout
Dashboard Mobile VPN with IPSec
System Status
4 Help @
Network
Firewall Groups
Subscription Services Name Authentication Ser Allowed Access Virtual IP Pool IPSec Settings Add J
Authentication
VPN
\ Mobile VPN with IPSec '
Mobile VPN with PPTP
Mobile VPN with SSL
Global Settings
System Configuration File Generation
To regenerate a set of mobile user configuration files, select a Generate
mobile user group from the list above and click Generate ( enera®
Global Settings
[] Make security policies read-only in the Mobile VPN client
Save || Reset |


https://192.168.13.123:8080
https://192.168.13.123:8080

General Settings

Mobile VPN with IPSec Settings

Group name @  yPNTrackerUsers 9
General IPSec Tunnel Resources Advanced

General Settings

Authentication Server L Firebox-DB vJ

Passphrase

Passphrase : FEREEEEaas o
Conflrm :  **xxxxxxxx

Firebox IP Addresses

Moblle VPN with IPSec cllents will connect to one of these External IP addresses or

domalins

External IP address : 194.145.236.123 o

Backup IP address :

Timeouts

If the sesslon and Idle timeouts are conflgured on your authentication server, they will

take precedence over these settings
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Group Name

Enter a group name for the users of this VPN connection. If you plan to have
multiple groups with different access privileges, you should name them so
you recognize them later (e.g. Marketing, WebAdmins, Developers, ...), other-
wise you can just choose a generic name. Write down the group name as ©®

The group name cannot contain spaces. As with most VPN-
related settings, the group name is case-sensitive, so make sure
L to write down the correct capitalization.

Passphrase

The passphrase entered here is used as the pre-shared key for your VPN con-
nection. Make sure to choose a good password, and write it down as @
Firebox IP Addresses

Enter the external (WAN) IP address of your Firebox that you wrote down as @
in the last step of this configuration guide.



IPsec Tunnel Settings

General IPSec Tunnel Resources Advanced
IPSec Tunnel
() Use the passphrase of the end user profile as the pre-shared key

(_) Use a certificate

CA 1P address

Timeout Seconds

Phase 1 Settings

Authentication | SHA-1 |w
Encryption | 3DES v

Phase 2 Settings

[v] PFs L Diffie-Hellman Group 2 v |

Advanced

Advanced

» Click Phase 1 Settings > Advanced

In the Phase 2 Settings, select Diffie-Hellman Group 2 for PFS

Change the Diffie-Hellman Group to Group 2

General IPSec Tunnel Resources Advanced

Phase 1 Advanced Settings [ <-- Return to General Settings J

SA Life g @l hours v |

Key Group L Diffie-Hellman Group 2 'J

[V] NAT Traversal Keep-alive Interval

-

20 ‘j Seconds

If you are using VPN Tracker Personal Edition

VPN Tracker Personal Edition does not include support for AES-256, the de-
fault encryption algorithm for phase 2. You will have to change the algorithm
to AES-128 or 3DES if you plan to access this VPN using VPN Tracker Personal

Edition.

» Click Phase 2 > Advanced
» Change the Encryption Algorithm to AES (128-bit)

Phase 2 Advanced Settings L <-- Return to General Settings J

Phase 2 Proposal

Type | ESP (Encapsulating Security Payload) | v |

Authentication | SHA-1 v |

IEncryptlon | AES(256-bit) VJI

|| Force Key Explration

8 @ hours v

-

128000 _E kllobytes

Phase 2 Advanced Settings <-- Return to General Settings J

Phase 2 Proposal

Type L ESP (Endapsulating Security Payload) v J

Authentication | Sm-lvv J

Encryption AES(128-bit) v

[V] Force Key Explration

8 @ hours v

128000 @ kilobytes

v

If you make any other changes (e.g. selecting a different encryp-
tion algorithm or a different Diffie-Hellman group), you will have
to match these settings on VPN Tracker’s Advanced tab. As you
can always make such changes later, we recommend using the
above settings for your first connection attempt.




Resources Settings

Mobile VPN with IPSec Settings

Group name @ ypNTrackerUsers

General IPSec Tunnel Resources Advanced

|| Allow All Traffic Through Tunnel

Allowed Resources

Choose Type : | Network IP v |

Network IP:  192.168.13.0 /e 5| Add |

Virtual IP Address Pool

Choose Type : | Host Range | v |

From: 1192.168.13.150

to: 192.168.13.159 Add

( Save | | Cancel |

The setting Allow All Traffic Through Tunnel corresponds to a
Host to Everywhere connection in VPN Tracker. Refer to — Host
to Everywhere Connections to learn more.

w
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Allowed Resources

This setting indicates which IP addresses can be accessed by VPN users. In
most cases, you will add the Firebox’s LAN network address here.

a correct network address (with the subnet mask applied, e.g.

: When choosing the type Network IP, always make sure to enter
192.168.13.0 / 24, not 192.168.13.123 / 24).

» Choose Type: Select Network IP

» Network IP: Enter the network address of your Firebox’s LAN and its net-
work mask (in CIDR notation).

» Write down what you entered as @
» Click Add

If you don’t know how to get your LAN’s network address:
Go back to the LAN IP and subnet you wrote down as @ Does it end in /247

» If it ends in /24, simply replace the last part of the IP address with a zero (0)
to get the network address. In our example:

192.168.13.123 / 24 — 192.168.13.0 / 24

» If it does not end in /24, open VPN Tracker and add a new connection. In
the new connection, enter your Firebox’s LAN IP and subnet @ into the
“Remote Networks” field. When you press return, VPN Tracker will automati-
cally transform it into a correct network address:

Network Configuration [ Manual Configuration 3 ] Network Confi i [ Manual Configuration 5 ]
Topology [ _Host to Network ™ Topology [ Host to Network ™
Local Address  IP Address Local Address  |P Address

Remote Networks 192.168.13.123 / 24| — Remote Networks

Once you're done, you can delete this VPN connection again, or keep it
around until you are ready to set up VPN Tracker in part two of this guide.



Virtual IP Address Pool

Each connecting VPN client will be assigned an IP address from this pool of
addresses. It therefore needs to contain at least as many IP addresses as VPN
users are expected. Make sure to choose IP addresses that are not used for
anything else on your Firebox’s LAN.

In our example, the IP addresses 192.168.13.150 - 192.168.13.199 will be made
available to VPN users.

» Choose Type: Select Host Range

» From:Enter the first IP address available to VPN clients (here: 192.168.13.150)
» To:Enter the last IP address for VPN client (here: 192.168.13.199)

» Click Add
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Advanced Settings

Mobile VPN with IPSec Settings

Group name  VpPNTrackerUsers
General IPSec Tunnel Resources Advanced
Line Management

Connect mode [ Manual v |

Inactivity timeout 0 —

E‘ secondas

Save

J |

Help &)

Cancel

You do not have to make any changes to the Advanced settings.

A Don't forget to click Save to save your new MUVPN policy!




Step 3 - Add a User ser intormation

Name alice

To add users to your VPN go to Authentication > Servers > Settings. You will oescoton: [aice S g
already see your Mobile User VPN group there: P

Passphrase:  **sssssnns

— Confirm:  sexxssssss
Authentication Servers
@atchGuard Session Timeout 8 2 | hours =
)
Firebox RADIUS SecurID LDAP Active Directory D ——

Idle Timeout: 39 2| minutes v
Dashboard Help @ =

m
System Status Users Firebox Authentication Groups

Network
Member Avallable

Firewall
Subscription Services | <<

VPNTrackerUsers

Authentication

Servers

Settings 2

Users and Groups PE—

Web Server Certificate VPNTrackerUsers
Single Sign-On

OK Cancel
VPN ) | J

System

Firebox Authentication Groups

Member Avaliable
Add...
VPNTrackerUsers

<<

L Save J 1 Reset J

>>

Click Add to begin adding a new user to the group.

» Name: Enter the user name (login) of the new user and write it down as ® oK cancel

» Description: Enter an optional description

» Passphrase: Enter the user’s password and write it down as @. Enter it
again in the Confirm text field.

» Session/Idle Timeout: Use the default values, or change them as necessary

» Firebox Authentication Groups: Select your MUVPN’s group and click the
button “<<" to make your new user a member of this group.

» Click OK to add the new user »

Just like you added this first user, you can add more users to
your group later. Also check out the VPN Tracker manual to learn
how to easily roll out VPN Tracker to users in your organization.
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Task 2 — VPN Tracker Configuration

After finishing task 1, you should now have a completed
— configuration checklist containing your Firebox’s settings.
We will now create a matching configuration in VPN Tracker.

Step 1 - Add a Connection

Open VPN Tracker, and click the plus button in the bottom left corner of the
window to add a new connection:

©® O O VPN Tracker 6

¥ Secure Desktops

‘ - Secure Desktop
==

» Enter a name for the connection that will
let you recognize it later, e.g. “Office”

» Select your device category from the list
of WatchGuard devices (e.g. Firebox Core
e-Series), and then select Firebox XTM

» Click Create to add the new connection

To get started, click “+"
bel

Connection Name:

Office

Netgear i 4 Firebox X Core e-Series ! Fireware
Netopia » | Firebox X Edge e-Series !
Nokia b Firebox X Peak e-Series !

Novell b Other Firebox "

PGP ' XTM 10 Series

Pyramid ’ XTM 8 Series

Secure Computing '

SnapGear ’

SonicWALL '

WatchGuard r

ZyXEL [

( Configuration Guide... )

[ Use custom device profile

Select this option if your device is not in the list, or if you would like to modify expert settings.

@ (

Cancel ) ( Create )
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Step 2 - Configure the VPN Connection

Once you have added the new connections, there are a few settings that need
to be customized to match what is configured on your Firebox.

Basic Advanced Actions Export Log

————

|
: jI Office

——

) WatchGuard Firebox X Core e-Series (Fireware XTM)
£) Configuration Guide

Connection based on

VPN Gateway vpn.example.net 0

[ Mode Config ™
[ Host to Network ™

Network Configuration

Topology

(+) Remote Networks

4 | © Pre-shared key not saved

[ Pre-shared key

Authentication

Extended Authentication (XAUTH) [ Always y J £) Username and password not saved
Identifiers
Local | Email (User FQDN)
Remote | Remote Endpoint IP Address N

DNS [ Use Remote DNS Server

VPN Gateway

Enter the external (WAN) IP address of your Firebox that you wrote down as
0. If your Firebox has a DNS host name (such as vpn.example.com in our ex-
ample), you can use it instead.

Remote Networks

Enter your Firebox’s internal (LAN) network address ®. Now would be a good
time to check that it looks exactly like what you have configured for the Al-
lowed Resources on your Firebox. If it's not the same, make sure you have

actually used a network address for this setting (see — Resources Settings)

Local Identifier

Enter the group name you configured on your Firebox ©. Make sure the capi-
talization is the same as on your Firebox.



Task 3 — Test the VPN Connection

This section explains how to start and test your VPN connec-
tion.

It's time to go out!

You will not be able to test and use your VPN connection from within the in-
ternal network that you want to connect to. In order to test your connection,
you will need to connect from a different location. For example, if you are set-
ting up a VPN connection to your office, test it from home. If you are setting
up a VPN connection to your home network, test it from an Internet cafe, or
go visit a friend.

Start your connection

© O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections

@ Office

» Connect to the Internet

» Make sure that your Internet connection is
working — open your Internet browser and try

to connect to http://www.equinux.com
» Open VPN Tracker if it's not already running

» Slide the On/Off slider for the connection you
have just configured to On

16

If you are prompted for your pre-shared key:

Pre-Shared Key Authentication

Please enter the pre-shared key to establish
the connection "Office".

This dialog will automatically cancel in 27 seconds.

T 0|

") Show pre-shared key

Pre-shared Key:

@Store in Keychain

\i\ (" cCancel ) ( oK )

» Pre-shared key: Enter the passphrase that you configured on the Firebox
for the Mobile User VPN @

» Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

» Click OK

If you are prompted for your Extended Authentication (XAUTH) credentials:

Extended Authentication (XAUTH)

Please enter the XAUTH credentials to
establish the connection "Office".

This dialog will automatically cancel in 16 seconds.

User Name:  alice @
Password: sssssscssccssassad e]
1 Show typing

"] Store in Keychain

| %, |

(" Cancel \ ( OK )

B
» User Name: Enter the name of the user you have added on the Firebox @

» Password: Enter the password for the user ®

v

Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

Click OK

v
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™ O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections 2

% Office @l on”

Out:
2d 336 Byte/s
1.4 KB 10.8 KB
Max Speed: 304 Byte/s 1.0 KB/s

If the slider goes back to Off after starting the connection, or after entering
your pre-shared key or your XAUTH credentials, please read the — Trouble-
shooting section of this document

If the slider goes to On and turns green after a while, you have successfully
established a connection

Congratulations!

17



Troubleshooting

In most cases, your connection should work fine if you follow
the instructions above. If you cannot connect, please read on.

VPN Connection Fails to Establish

On/Off Slider goes back to “Off” right away

If the slider goes back to “Off” right away, please make sure you have entered
all the required information. VPN Tracker will highlight fields that are missing
or obviously incorrect information.

On/Off Slider goes back to “Off” after a while

If the connection ON/OFF slider goes back to “OFF” a while after attempting to
start the connection, please go to the “Log” tab to get more information about
the error (or click the warning triangle to be automatically taken to the “Log”
tab). VPN Tracker will display detailed suggestions for a solution:

™ O O VPN Tracker 6

¥ Secure Desktops

@ Secure Desktop

¥ My Connections £ 24

;‘5 Office

'V 2009/08/21 - 16:19:57  Not Connected

16:19:57 Connection Start Requested
16:19:57 Starting Connection
16:20:06 VPN Gateway Unreachable

‘The VPN gateway cannot be contacted.

« Make su

onnection

ime (e.g. vpn.example.com) instead of an IP address (e.g.

red your VPN gateway as a h
)

+ Check the host name you entered to make sure it is not mistyped
« Make sure a DNS server is configured on your Mac and the host name can be looked up using this DNS
16:20:06 About to Stop Connection (Error)

16:20:06 Stopping Connection (Error)

16:20:06 Not Connected
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No Access to the Remote Network

If the connection slider goes to ON and turns green, but you cannot access
resources (servers, email, etc.) in the VPN, please check the following points.

Connect to an IP address (instead of a host name)

If you are not connecting to the resource by IP address (e.g. 192.168.13.42), but
are using a host name (e.g. server.example.com), please try using the re-
source’s IP address instead. If the connection works when using the IP address,
but not when using a host name, please make sure that your Mac’s DNS
server or the “Remote DNS” server that you have configured in VPN Tracker is
able to resolve this host name to an IP address.

Test VPN Availability again

In many networks your Mac will be behind a router that performs Network
Address Translation (NAT). For a VPN connection to be established through
such a router, VPN Tracker can use different methods, but not all of them may
be supported by your local router or your VPN gateway.

VPN Tracker automatically runs a test to detect the proper method for your
particular Internet connection when you first connect using this Internet con-
nection. However, test results could become outdated by changes to the local
router, so it is a good idea to test again if there are problems.

» Select“Tools > Test VPN Availability” from the menu

» Click“Test Again”and wait until the test has completed
» Try connecting again

Check that the IP address you are connecting to is part of
the VPN’s remote network
Check that the IP address you are connecting to is actually part of the remote

network(s). Also double-check the network mask that you have configured for
the remote network(s) in VPN Tracker.



Further Questions?

You can find the latest news and compatibility information on our support
and FAQ website:

http://www.equinux.com/support

If you need to contact equinux Technical Support

If you can't resolve your issue with the information available on our website or
in this guide and would like to contact Technical Support through our web-
site, please be sure to include at least the following information:

» The manufacturer and model and firmware revision of the VPN gateway

» ATechnical Support Report from VPN Tracker (Help > Generate Technical
Support Report)

» Screenshots of what you have configured on your VPN gateway, in particu-
lar all VPN-related settings

» A description of the problem and the troubleshooting steps you have
taken
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Host to Everywhere Connections Configure DNS

Since all your Internet traffic will be going through the VPN, you will need to

In some situations, such as when connecting from a public ensure that DNS resolution (looking up host names, such as www.google.com,
wireless network, it can be useful to direct all Internet traffic and translating them to IP addresses) still works. Otherwise, it will seem as if
through the VPN. The following changes are necessary to you are cut off from the Internet.

tunnel all Internet traffic through the VPN: If DNS on your Firebox is properly configured, it will automatically transmit a
suitable DNS server through Mode Config. To use this DNS server, check the
boxes Use Remote DNS Server and Receive DNS Setting from VPN Gate-

Change the Allowed Resources way, and set this DNS server to be used for All Domains:

Mobile VPN with IPSec Settings Help @
DNS @ Use Remote DNS Server
Group name  yPNTrackerUsers @ Receive DNS Settings from VPN Gateway
Use DNS Server for | All Domains 3
General IPSec Tunnel Resources Advanced

If you already have a working Remote DNS setup in VPN Tracker, you will

[¥] Allow All Traffic Through Tunnel !
normally not have to change it.

Allowed Resources

192.168.13.0/24

Any-External

» On your Firebox, edit the Mobile User VPN group you created in Task 1
» Go to Resources

» Check the box Allow All Traffic Through Tunnel

» Click Save

Change the Topology to Host to Everywhere

VPN Gateway vpn.example.net

. N v
Network Configuration Host to Host ._J

Topology v Host to Network !
9 Remote Networks

» In VPN Tracker select your VPN connection and go to the Basic tab
» Change the Topology setting to Host to Everywhere
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