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Introduction

This configuration guide helps you configure VPN Tracker
and your Cisco ASA to establish a VPN connection between
them.

Using the Configuration Guide

Part 1 - VPN Gateway Configuration

The first part of this guide will show you how to configure a VPN tunnel on
your Cisco ASA device using the Cisco Adaptive Security Device Manager
(ASDM) application. In the appendix you will find a complete listing of the
resulting configuration in case you prefer to use the CLI (SSH or telnet) to con-
figure your device.

your Cisco device, it can't replace it. Please read this documenta-

: This guide is a supplement to the documentation included with
tion before starting.

Part 2 - VPN Tracker Configuration

In the second part, this guide will show you how to configure VPN Tracker to
easily connect to your newly created VPN tunnel.

Part 3 — Troubleshooting and Advanced Topics

Troubleshooting advice and additional tips can be found in the final part of
this guide.

If you are setting up VPN on your device for the first time, we
strongly recommend you keep to the tutorial-style setup in the

L 2 first and second part of this document and make modifications
only after you have tested the basic setup.

Conventions Used in This Document

Links to External Websites

Sometimes you will be able to find more information on external websites.
Clicking links to websites will open the website in your web browser:

http://equinux.com

Links to Other Parts of this Guide

A — Link will take you to another place in the configuration guide. Simply
click it if you are reading this guide on your computer.

Tips and Tricks

This configuration guide contains lots of great tips. You can eas-

¥ ily spot them by looking for the light bulb icon.

Warnings

This exclamation mark warns you when there is a setting or ac-
tion where you need to take particular care.

Getting Help
VPN Tracker makes VPN simple. However, computer networking and VPNs can
be complex and tricky at times, so we have also built in tools and helpful fea-

tures that will assist you if you ever run into problems. Check out — Trouble-
shooting for more information.
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Prerequisites

Your VPN Gateway

» This guide applies to Cisco ASA 5500 series devices

» Make sure you have the newest firmware version installed that is available
for your device. This guide is based on Cisco Adaptive Security Appliance
Software Version 8.3

Your Mac
VPN Tracker runs on Mac OS X 104, 10.5 and 10.6
The configuration described in this guide requires VPN Tracker 6. Make sure

you have all available updates installed. The latest VPN Tracker updates can
always be obtained from http://www.vpntracker.com

Internet

—t”

Mac running
VPN Tracker

VPN Connection ’

Scenario

In our example, we need to connect an employee's Mac to an office network.
The diagram on the bottom of this page illustrates this scenario.

This guide assumes that the Mac running VPN Tracker already has internet
connectivity. The office's Cisco ASA device (the “VPN gateway”) is also already
connected to the Internet and can be accessed through a static IP address or
DNS host name. In our example setup, we will be using a host name:
vpn.example.com.

The VPN gateway has a second network interface which is connected to the
internal office network (LAN). In our example, the office network has the IP
range 192.168.13.0/24 (which is the same as 192.168.13.0/255.255.255.0). This is
the network that will be accessed from the employee’s Mac through the VPN.
It is called the “Remote Network”in VPN Tracker.

To—

Cisco ASA

VPN Gateway

Office Network
vpn.example.com

192.168.13.0 / 255.255.255.0
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Terminology

A VPN connection is often called a “tunnel” (or “VPN tunnel”). Every VPN tunnel
is established between two “endpoints’ In our example one endpoint is VPN
Tracker and the other endpoint is the VPN gateway. Each endpoint is called
the other endpoint’s “peer”.

Please note that for each endpoint, the settings on the other endpoint are
considered to be “remote; while its own settings are considered to be “local’
That means a“local” setting from VPN Tracker’s perspective, is a “remote” set-
ting from the VPN gateway’s perspective, and vice versa.

The sample configuration described in this guide is called a “Host to Network”
configuration: a single computer, called a “Host” establishes a VPN tunnel to an
entire “Network” behind the VPN gateway.



My VPN Gateway Configuration

Throughout this guide, there are certain pieces of information that are needed later on for configuring VPN Tracker. This informa-
tion is marked with red numbers to make it easier to reference it later. You can print out this checklist to help keep track of the
various settings of your Cisco ASA device.

IP Addresses

© WAN IP Address: ) ) ) or hostname

User Authentication (XAUTH)

® Username:

©® Password:

IPsec Connection Profile

@ Profile Name (Tunnel Group):

@ Pre-Shared Key:




Task 1 - VPN Gateway Configuration

We will first set up VPN on the ASA device. If you already
have VPN in place, it's helpful to follow along this tutorial to
see how settings on the ASA fit together with VPN Tracker.

Step 1 - Outside Interface (WAN) Settings

» Open ASDM and connect to your ASA device

» Go to Home > Device Dashboard > Interface Status

Interface Status

Interface IP Address/Mask Line
inside 192.168.13.1/24 © up
outside @ 194.145.236.1/24 © up

» Write down the IP address of the outside interface (the part before the for-
ward slash “/”) as @ on your — Configuration Checklist

» Go to Configuration

800

Cisco ASDM 6.3 for ASA
GS{?E} Configuration [*_”:I Monitoring Q Save G Refresh o

006 Home
ice Infol iol
[General | License

Host Name: ciscoasa

ASA Version: 8.3(1) Device Uptime: 0d 8h 19m 10s
ASDM Version: 6.3(1) Device Type: ASA 5505
Firewall Mode: Routed Context Mode: Single

Total Flash: 128 MB Total Memory: 512 MB

If you prefer the command line interface (CLI), please refer to
‘ the end of this document to see the corresponding commands
| g for each configuration step.

Step 2 - Enable VPN

File View Tools Wizards Window Help

@ Home G%g Configuration [a Monitoring [B Save erfresh o Back O

Remote Access VPN

? Help |Look For:

o &8E Configuration > Remote Access VPN > Network (Client) Access > IPsec Connection Profiles

Access Interfaces
Enable interfaces for IPsec access.

v &b Network (Client) Access
AnyConnect Connection Profiles|

Interface

IPsec Connection Profiles

3 Group Policies .
- — inside
Dynamic Access Policies

> AnyConnect Customization/Locali;|
» 8p Address Assignment

AllowAccess

] &2

» 13 Advanced
» [ Clientless SSL VPN Access

Connection Profiles
&7 Easy VPN Remote

mmm
cisco

&

» A Advanced

Hoeee—————— —man
&) Device Setup

% Firewall
[ Remote Access VPN

Site-to-Site VPN

@ Device Management

Connection profile (tunnel group) specifies how user is authenticated and other
» B AAA/Local Users e
> &Secure Desktop Manager & Add| & Ed“‘n
> [ Certificate Management Name IPsec Enabled L2TP/IPsec Enabled Autentication Server Group
3 Language Locazation DefitiAGrop || u oA
5" DHCP Server DefaultWEBVPN. . ™ ] LOCAL
o DNS

Reset Apply

» Open the Remote Access VPN Section

» Go to Network (Client) Access > IPsec Connection Profiles

» Check the box Allow Access for the outside interface

» Click Apply




Step 3 - Add an IP Address Pool

File View Tools Wizards Window Help
D Help |Look For: alval,

(@) Home|9%; Configuration| (7] Monitoring | (i) Save (¥ Refresh| ) Back () ke

Remote Access VPN oRE Configuration > Remote Access VPN > Network (Client) Access > Address A > Add

2 Introduction
etwork (Client) Access Configure named IP Address Pools. The IP Address Pools can be used in either a VPN IPsec Connection
)| AnyConnect Connection Profiles Profiles, AnyConnect Connection Profiles or Group Policies configuration.

&D; IPsec Connection Profiles I % Add| } i

3 Group Policies 4‘ ‘
H} Dynamic Access Policies Pool Name

Starting Address Ending Address/Number of Addresses Subnet Mask/Prefix Length

» T AnyConnect C Locali;
¥ Bp Address Assignment ® 0
# Assignment Policy

Add IP Pool

)
» T3 Advanced

> lentless ccess
€3 Easy VPN Remote

> £ AAA/LOCal Liser

Name: VPNTrackerPool|

Starting IP Address:  192.168.13.180

Ending IP Address: = 192.168.13.199

Subnet Mask: 255.255.255.0 2|

o)

Help Y ( Cancel

» Go to Network (Client) Access > Address Assignment > Address Pools
» Click Add
» IP Pool Settings:

» Name: Enter a name that allows you to recognize your address pool
later (e.g. VPNTrackerPool). The name cannot contain any spaces.

» Starting IP Address: Enter the first IP address in the address pool
» Ending IP Address: Enter the last IP address in the address pool

» Subnet Mask: Enter the subnet mask of the network the IP addresses

come from. This ensures that broadcast and network addresses are not

used for IP address assignment.
» Click OK

The IP address pool can be part of your ASA’s inside network,
however, it does not necessarily have to. If you expect to have

E more VPN clients than free IP addresses on your inside network,
simply take your address pool from an arbitrary private network

that is not in use anywhere on your network.
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Configuration > Remote Access VPN > Network (Client) Access > Address Assignment > Address Pools

Configure named IP Address Pools. The IP Address Pools can be used in either a VPN IPsec Connection Profiles,
AnyConnect Connection Profiles or Group Policies configuration.

% Add| [ Edit| { Delete|

Pool Name Starting Address Ending Address/Number of Addresses

VPNTrackerPool [192.168.13.180 192.168.13.199

Subnet Mask/Prefix Length

(———— ( (———
( Reset ) A

pply )

» Click“Apply” to save the new address pool

If you choose to use an address pool that is not part of your
ASA’s inside network, the ASA will not act as an ARP proxy. To
ensure that hosts on the ASA’s inside network know where to
send traffic for VPN clients, your ASA must be the default
gateway (router) in its network or a suitable routing setup
must be in place on the default gateway to ensure that the VPN
client IP pool is routed to the ASA.

A
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Step 4 — Add a Group Policy

@ Home O%j Configuration B Monitoring Q Save @Refresh o Back O

Remote Access VPN

2 T alin
? Help |Look For: ciIsc

o8 HE Configuration > Remote Access VPN > Network (Client) Access

> Group Policies

Manage VPN group policies.A VPN group is a collection of user-oriented authorization attribute/value pairs
that may be stored internally on the device or externally on a RADIUS/LDAP server. The group policy
information is referenced by VPN connection profiles and user accounts.

etwork (Client) Access
nyConnect Connection Profiles
sec Connection Profiles

I
o

&

e To enforce authorization attributes from an LDAP server you must use an LDAP attribute map.

53] Group Policies

) Dynamic Access Policies % Add |- Edit| [
> o '

;@ AnyConnect Customization/Locali ame Type Tunneling Protocol AAA Server Group
> G Address Assignment DfitGrpPolicy (System Default)y | Internal [IPSec,L2TP-IPSec,webvpn -- N/A -

» B Advanced

&3 Easy VPN Remote
» o AAA/Local Users

» Go to Network (Client) Access > Group Policies
» Click Add

This guide assumes that the default group policy from which
other policies inherit settings has not been modified. If you
modified your ASA’s default group policy, you may have to make
changes to those settings that are set to “inherited” in the policy
we're about to create.

A

General Settings

N6 Add Internal Group Policy
General Name: VPNTrackerGroup
Servers
» Advanced Banner: ™ Inherit
Address Pools: ] Inherit VPNTrackerPool ( Select... )
IPv6 Address Pools: ¥ Inherit Select...
More Options v

» Name: Enter a name that will allow you to recognize this group later. The
name cannot contain any spaces

» Address Pools: Uncheck the box Inherit and enter the name of the address
pool you created in the previous step (here: VPNTrackerPool)
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We will be setting up the VPN for split tunneling, i.e. only the
traffic destined for the ASA’s internal network(s) will go through

L the VPN. A VPN Tracker user’s remaining Internet traffic will con-
tinue to go out normally through their ISP. If you wish to tunnel
all traffic through the VPN, please refer to — Tunnel All
Networks / Host to Everywhere Connections for details.

Split Tunneling Settings

B0 Edit Internal Group Policy: VPNTrackerGroup
General Split tunneling network lists distinquish networks that require traffic to go through the tunnel and those that do not require
Servers tunneling. The security appliance makes split tunneling decisions on the basis of a network list, which is an ACL that consists of
v Advanced list of addresses on the private network.

Split Tunneling

|E Browser Proxy DNS Names: ™ Inherit
» SSL VPN Client — = N ( = =
» IPsec Client Policy: (] Inherit Tunnel Network List Below 4
Network List: [} Inherit | -- None —— 3] (Manage... )
Intercept DHCP C Message from Mi Clients ¥

» Policy: Uncheck Inherit and select Tunnel Network List Below

» Network List: Uncheck Inherit and click Manage to add a new network list

8,06, ACL Manager
® Add & Edit @ + ¢ sl -
C]a Acion— Tocr iU MO Add ACL

ACL Name: VPNTrackerACL

(" Help ) ( Cancel ) ( OK )

» In the ACL Manager, click Add > Add ACL

» ACL Name: Enter a name for the new ACL, e.g. VPNTrackerACL
» Click OK



808 ACL

{ Standard ACL | Extended Al

*Add fuf it @ ®eNno Add ACE
Action: @) Permit () Deny
Address: inside-network/24 =)
Description:

(_Help ) ((cancel ) ( oK )

» In the ACL Manager, click Add > Add ACE
» Action: Make sure Permit is selected

» Address: Enter the address object representing your inside network (usually

inside-network/24). Click the “.." button to create new address objects or to
see what's available

» Description: If you wish, enter a description for this entry

If your VPN Tracker users will have access to more than one
v network, now is a good time to add the additional networks.

ACL Manager

[ Standard ACL  Extended ACL |

% Add - [ Edit [ Delete : + ¢ @ % Ba @ -
No Address Action Description
VPNTrackerACL

1 ic inside-network/24 |/ Permit | |

N\

Help (Cancel ) € OK )
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» Click OK when you're done adding entries to your ACL

[ Je)e) Edit Internal Group Policy: VPNTrackerGroup
Ceneral Split tunneling network lists distinquish networks that require traffic to go through the tunnel and those that do not require
Servers tunneling. The security appliance makes split tunneling decisions on the basis of a network list, which is an ACL that consists of
v Advanced list of addresses on the private network.

Split Tunneling
|E Browser Proxy
» SSL VPN Client

DNS Names: ¥ Inherit

icy: M o P s

P, Policy: (] Inherit Tunnel Network List Below D
Network List: [ Inherit [ VPNTrackerACL ﬂ (' Manage...
Intercept DHCP C ion Message from Mi Clients v

» Network List: Select the newly created ACL

» Click OK, or continue with the optional Remote DNS setup (if you don't set
up Remote DNS, click Apply so your configuration changes become active)

Servers Settings (Optional)

8No Add Internal Group Policy
General DNS Servers: [ Inherit | 192.168.13.10|
Servers )
» Advanced WINS Servers: ¥ Inherit
More Options 2
DHCP Scope: E Inherit
Default Domain: [_] Inherit nyc.example.com
Find: @ @
Help ) ( Cancel ) ( ok )

If you wish, you can set up DNS for your VPN clients. This makes sense if you
already operate an internal DNS server for your organization.

» Go to the Servers section




» DNS Servers: Uncheck the Inherit checkbox and enter the IP addresses of
up to two DNS servers (comma-separated), in our example there’s an inter-
nal DNS server operating at 192.168.13.10

» Default Domain: Uncheck the Inherit checkbox and enter a search domain
(i.e. the domain the DNS server(s) should apply to), in our example we're

connecting to our organization’s New York office that uses nyc.example.com
for its internal hosts.

» Click OK

» Don't forget to click Apply so your configuration changes become active

13



Step 5 - Add a User

ile iew Tools fizards indow Help

(@) Home| 9%, Configuration| (7] Monitoring | (i) save (@ Refresh | ) Back ()

Remote Access VPN

= — bl
Q Help |Look For: CISCo;

o8E Configuration > Remote Access VPN > AAA/Local Users > Local Users 4

2 inwroduction Create entries in the ASA local user database.

» Clientless SSL VPN Access Command authorization must be enabled in order for the user account privileges to be enforced. To enable command authorization, go

73 Easy VPN Remote to
¥ B AAA/Local Users

i AAA authentication console commands must be enabled in order for certain access restrictions to be enforced. To enable AAA
{3 AM server Groups authentication command go to Authentication.
5§ LDAP Attribute Map
Username Privilege Level (Role) Access Restrictions VPN Group Policy VPN Group Lock C Add )
B Secuiapasiion N/A —_—
> Certificate Management ( it )
9 Edit
2 Language Localization
(' DHCP Server Delete
-l

» Go to AAA/Local Users > Local Users

» Click Add

Identity Settings

8eno Add User Account

Identity
» VPN Policy

Username: alice|

(2]

Password:

Confirm Password:  *=x*xxxs
M User authenticated using MSCHAP

Access Restriction
Select one of the options below to restrict ASDM, SSH, Telnet and Console access.
Note: All users have network access, regardless of these settings.
O Full access(ASDM, SSH, Telnet and Console)
Privilege level is used with command authorization.

Privilege Level: 2

O CLI login prompt for SSH, Telnet and console (no ASDM access)
This setting is effective only if AAA authenticate console command is configured.
® No ASDM, SSH, Telnet or Console access

This setting is effective only if AAA authenticate console c d is confi d

» Username: Enter a username for the new user (here: alice). Write down the
user name as @

» Password: Enter a password for the new user and confirm it. Make sure to
remember the password, or write it down as ©

» User authenticated using MSCHAP (optional): Check the box if you would
like to avoid storing the password in plain text

» Access Restrictions (optional): Access to ASDM or CLI is not necessary for
VPN users, so you can select No ASDM, SSH, Telnet or Console access

14

VPN Policy Settings

8no Add User Account
Identity Check an Inherit checkbox to let the corresponding setting take its value from the group policy.
» VPN Policy

Group Policy: ] Inherit ( VPNTrackerGroup o
Tunneling Protocols: ™ Inherit Clientless SSL VPN SSL VPN Client IPsec L2TP/IPsec
IPv4 Filter: ™ Inherit Manage
IPV6 Filter: ™ Inherit Manage...
Connection Profile (Tunnel Group) Lock: ¥ Inherit
Store Password on Client System: ™ Inherit Yes No

Connection Settings
Access Hours: ™ Inherit Manage

| Simultaneous Logins: ™ Inherit

Maximum Connect Time: @ Inherit Unlimited Minutes
Idle Timeout: M Inherit Unlimited Minutes

Dedicated IP Address (Optional)
IP Address: Subnet Mask: ']

» Group Policy: Uncheck the box Inherit and select the group you created in
the previous step (here: VPNTrackerGroup)

» Click OK to finish adding the user

» Don't forget to click Apply so your configuration changes become active

To add more VPN users later, simply repeat this step.




Step 6 — Add an IPsec Connection Profile

File View Tools Wizards Window Help

oRE

Remote Access VPN

@ Home O%} Configuration [a Monitoring Q Save GRefresh o Back Q

2

ED} Network (Client) Access
&b} AnyConnect Connection Profiles
;
&3 Group Policies
ik Dynamic Access Policies
> AnyConne(! Customization/Locali]
» 8 Address Assignment
» 3 Advanced

3 Easy VPN Remote
> i' AAA/Local Users
> ﬁ Secure Desktop Manager
» [ Certificate Management

cisco
Configuration > Remote Access VPN > Network (Client) Access > IPsec Connection Profiles 4

? Help Look For:

Access Interfaces
Enable interfaces for IPsec access.

low Access

inside (

Connection Profiles
ign profile (tunnel group) specifies how user is authenticated and other parameters.

% Add| [ Edit| [¥

Name IPsec Enabled

L2TP/IPsec Enabled Autentication Server Group

Language Localization DefaultRAGroup LOCAL
(& DHCP Server DefaultWEBVP. ] ™ LocAL

o DNS
» 3 Advanced

» Go to Network (Client) Access > IPsec Connection Profile
» Click Add

Remote Access Connection Profile Settings

8No Add IPsec Remote Access Connection Profile
Basic Name: | VPNTracker| 9 ]
» Advanced

IKE Peer Authentication

Pre-shared Key:

Identity Certificate: | -- None - (4] ( Manage... )
User Authentication
Server Group: [ LocAL 5 ( Manage... )
Fallback: Use LOCAL if Server Group fails
Client Address Assigment
DHCP Servers:
Client Address Pools: (" Select... )

Default Group Policy

Group Policy: ( VPNTrackerGroup IQ] ( Manage... )

(Following fields are attributes of the group policy selected above.)

@ Enable IPsec protocol

15

» Name: Enter a name for the connection profile. Your users will later use the
profile name in VPN Tracker as the Local Identifier. Write it down as @

» Pre-Shared Key: Enter a shared password for all users of this connection
profile and write it down as @ In addition to this shared password, each user
needs their individual username and password to authenticate.

» Group Policy: Select the group you created in the previous step (here:
VPNTrackerGroup)

» Click OK to add the connection profile

» Don't forget to click Apply so your configuration changes become active



Step 7 - Exempt VPN Clients from NAT

If you normally have Network Address Translation (NAT) between your inside
and outside interfaces, you will need to disable it for your VPN clients.

File  View Tools Wizards Window Help

— alvalie
D Help | Look For: C cisco

@ Home|[9; Configuration] (7] Monitoring | (i) Save (@ Refresh | (D) Back (L) Forvare

Firewall on |g|‘ Configuration > Firewall > NAT Rules & Addresses | Senvices /GlobalPo..
™ 88 Access Ruee | Addresses x|
Access Rules e+ % %M@ - QFindF Diagram M Packet Trace oRE
4 Source Destination Service Interface Address Service DNS "
Filter: er|C

?M AAA Rules inside (1 Dynamic rules) =

2 Filter Rules 1 iDynamic @ any outside =34 outside [| [ . _

£ Public Servers v IPv4 Network Objects

B URL Filtering Servers @ any

a8 inside-network/24

s outside-network/26
v IPv6 Network Objects

@ any

&) Threat Detection
» [@ objects
» T Advanced

» Switch to the Firewall section
» Go to NAT Rules
» Click Add > Add NAT Rule...

Rule Settings (for IP Pools that are part of the inside network)
800

Match Criteria: Original Packe
Source Interface: | inside BC Destination Interface: | | outside %
Source Address: llan—subnet ' U Destination Address: Ilan—subnet ' U

Service: any =

Add NAT Rule

Action: Translated Packet

Source NAT Type: | Static i+

Source Address: -~ Original -- [ -]

-- Original -- U

-- Original -- | - | Destination Address:

Fall through to interface PAT Service:

Options
™ Enable rule
Translate DNS replies that match this rule

Direction: I( Both D I

Description:

( Help ) (Cancel) 6-0!(-3

» Source Interface: Choose inside
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» Source Address:If you do not yet have an address object representing
your inside network, create it (here: lan-subnet)

eNno Edit Network Object

Name: Ilan—subnet ]
Type: [ Network %
IP Address: 192.168.13.0

Netmask: 255.255.255.0 -]
Description:

NAT Sl

( Help ) ( Cancel ) ( OK )

» Destination Interface: Choose outside

» Destination Address: Choose same address object as in Source Address
» Check the box Enable rule

» Direction: Choose Both

» Click OK to add the exemption

Y

+ 4 & . - | Q Find B Diagram &7 Packet Trace

4% Add - [ Edit [i] Delete

+ Match Criteria: Original Packet Action: Translated Packet
Source... DestiIntf Source Destination Service  Source Destination Service |
1 linside _loutside |l lan-subnet [ lan-subnet ___|¢ any |- Original -] Original |- Original |/
outside inside @ lan-subnet =8 lan-subnet @ any -- Original -- -- Original -- -- Original --
v "Network Object" NAT (Rule 2)
outside sfobjany  any  Cany =Houtside(P) -- Original -~ -- Original -

» Don't forget to click Apply so your configuration changes become active



Rule Settings (for IP Pools from a different subnet)

,.0.6 Add NAT Rule

Match Criteria: Original Packet

Source Interface: | inside Q Destination Interface: | outside Q
Source Address: [ lan-subnet u ] Destination Address: [ vpntracker-pool| U]
Service: any U

Action: Translated Packet

Source NAT Type: | Static =]

Source Address: -- Original -- U Destination Address: = -- Original -- U
! Fall through to interface PAT Service: -~ Original -- U

Options

8 Enable rule

__| Translate DNS replies that match this rule

Description:

( Help) (Cancel) 6 oK 3

» Source Interface: Choose inside

» Source Address: If you do not yet have an address object representing

your inside network, create it (here: lan-subnet)

( Help) (Cancel) ( OK )

800 Edit Network Object
Name: [lan-subnet
Type: [ Network Q
IP Address: | 192.168.13.0
Netmask: 255.255.255.0 2]
Description:

» Destination Interface: Choose outside

» Destination Address: Create new address object (here: vpntracker-pool)
representing the IP addresses your VPN clients will have (i.e. containing the

IP pool you created earlier).
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800 dddhebworiqObiect

Name: [vpntracker—pool| ]

Type: [ Network @

IP Address: 10.13.123.0

Netmask: 255.255.255.0 -]

Description:

NAT ¥
( Help ) (Cancel) E—OK—)

» Check the box Enable rule
» Direction: Choose Both
» Click OK to add the exemption

ul

% Add ~ [ Edit {i] Delete | + $ % . - Q Find B Diagram &7 Packet Trace

M Match Criteria: Original Packet Action: Translated Packet
Source Intf | DestIntf  Source Destination Service Source Destination

n-"ﬂ vpntracker—pool | ¢ any | Original —___|__ Original _

outside  inside @@ vpntracker-pool 8 lan-subnet @ any -~ Original -- -~ Original --

v "Network Object" NAT (Rule 2)

outside fobjany  Dany  Oany  houtside®

» Don't forget to click Apply so your configuration changes become active



Task 2 — VPN Tracker Configuration

After finishing task 1, you should now have a completed
— configuration checklist containing your Cisco ASA’s

settings. We will now create a matching configuration in VPN
Tracker.

Step 1 - Add a Connection

Open VPN Tracker, and click the plus button in the bottom left corner of the
window to add a new connection:

©® O O VPN Tracker 6

¥ Secure Desktops

- Secure Desktop
==

» Enter a name for the connection that will
let you recognize it later, e.g.“Office”

» Select Cisco from the list of vendors, then
select ASA Series

» Click Create to add the new connection

Office

Asante P4 ASA Series

Check Point

Cisco f
Clavister

Collax

D-Link

DrayTek

equinux

F-Secure v

Astaro ' Concentrator Series
AVM PIX Series

( Configuration Guide... )

[") Use custom device profile

Select this option if your device is not in the list, or if you would like to modify expert settings.

® ( ) ( Creae )

Cancel
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Step 2 - Configure the VPN Connection

Once you have added the

new connections, there are a few settings that need

to be customized to match what is configured on your ASA.

Basic

e

Connection based on

VPN Gateway

Network Configuration

Authentication

Extended Authentication (XAUTH)

Identifiers
Local

Remote

DNS

Use DNS Server for

———

Advanced Actions Export Log
|
} Office

) Cisco ASA Series
£) Configuration Guide

[ EasyvpN ™

[ Pre-shared key :] ) Pre-shared key not saved

[ when requested 4 | © Username and password not saved

[ Key ID
[ Remote Endpoint IP Address 3]

ﬂ Use Remote DNS Server
ﬂ Receive DNS Settings from VPN Gateway
[ search Domains (if available) # |

VPN Gateway

Enter the outside (WAN) IP address of your ASA that you wrote down as @. If
your ASA has a DNS host name (such as vpn.example.com in our example),
you can use it instead.

Local Identifier
Enter the name of the Connection Profile (Tunnel Group) ®. Make sure the
capitalization is the same as on your ASA.

DNS

If you did not configure DNS in your Group Policy (Step 4), uncheck Use Re-
mote DNS Server.



Task 3 — Test the VPN Connection

This section explains how to start and test your VPN connec-
tion.

It's time to go out!

You will not be able to test and use your VPN connection from within the in-
ternal network that you want to connect to. In order to test your connection,
you will need to connect from a different location. For example, if you are set-
ting up a VPN connection to your office, test it from home. If you are setting
up a VPN connection to your home network, test it from an Internet cafe, or
go visit a friend.

Start your connection

© O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections

@ Office

» Connect to the Internet

» Make sure that your Internet connection is
working — open your Internet browser and try

to connect to http://www.equinux.com
» Open VPN Tracker if it's not already running

» Slide the On/Off slider for the connection you
have just configured to On
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If you are prompted for your pre-shared key:

Pre-Shared Key Authentication

Please enter the pre-shared key to establish
the connection "Office".

This dialog will automatically cancel in 27 seconds.

T o

Pre-shared Key:
") Show pre-shared key

@Store in Keychain

\i\ (" cCancel ) ( oK )

» Pre-shared key: Enter the passphrase that you configured on the ASA for
your Connection Profile @

» Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

» Click OK
If you are prompted for your Extended Authentication (XAUTH) credentials:

Extended Authentication (XAUTH)

Please enter the XAUTH credentials to
establish the connection "Office".

This dialog will automatically cancel in 16 seconds.

User Name:  alice g
Password: .nuuuu..nu.| 6]
") Show typing
" Store in Keychain
| 3, | ( cancel ) ( OK )

—

S ————
» User Name: Enter the name of the user you have added on the ASA @

v

Password: Enter the password for the user ©

v

Optional: Check the box Store in Keychain to save the password in your
keychain so you are not asked for it again when connecting the next time

Click OK

v


http://www.equinux.com
http://www.equinux.com

™ O O VPN Tracker 6

¥ Secure Desktops

E Secure Desktop

¥ My Connections 2

% Office @l on”

Out:
2d 336 Byte/s
1.4 KB 10.8 KB
Max Speed: 304 Byte/s 1.0 KB/s

If the slider goes back to Off after starting the connection, or after entering
your pre-shared key or your XAUTH credentials, please read the — Trouble-
shooting section of this document

If the slider goes to On and turns green after a while, you have successfully
established a connection

Congratulations!
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Troubleshooting

In most cases, your connection should work fine if you follow
the instructions above. If you cannot connect, please read on.

VPN Connection Fails to Establish

On/Off Slider goes back to “Off” right away

If the slider goes back to “Off” right away, please make sure you have entered
all the required information. VPN Tracker will highlight fields that are missing
or obviously incorrect information.

On/Off Slider goes back to “Off” after a while

If the connection ON/OFF slider goes back to “OFF” a while after attempting to
start the connection, please go to the “Log” tab to get more information about
the error (or click the warning triangle to be automatically taken to the “Log”
tab). VPN Tracker will display detailed suggestions for a solution:

™ O O VPN Tracker 6

¥ Secure Desktops

@ Secure Desktop

¥ My Connections £ 24

;‘5 Office

'V 2009/08/21 - 16:19:57  Not Connected

16:19:57 Connection Start Requested
16:19:57 Starting Connection
16:20:06 VPN Gateway Unreachable

‘The VPN gateway cannot be contacted.

« Make su

onnection

ime (e.g. vpn.example.com) instead of an IP address (e.g.

red your VPN gateway as a h
)

+ Check the host name you entered to make sure it is not mistyped
« Make sure a DNS server is configured on your Mac and the host name can be looked up using this DNS
16:20:06 About to Stop Connection (Error)

16:20:06 Stopping Connection (Error)

16:20:06 Not Connected
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No Access to the Remote Network

If the connection slider goes to ON and turns green, but you cannot access
resources (servers, email, etc.) in the VPN, please check the following points.

Connect to an IP address (instead of a host name)

If you are not connecting to the resource by IP address (e.g. 192.168.13.42), but
are using a host name (e.g. server.example.com), please try using the re-
source’s IP address instead. If the connection works when using the IP address,
but not when using a host name, please make sure that your Mac’s DNS
server or the “Remote DNS” server that you have configured on your ASA is
able to resolve this host name to an IP address.

Test VPN Availability again

In many networks your Mac will be behind a router that performs Network
Address Translation (NAT). For a VPN connection to be established through
such a router, VPN Tracker can use different methods, but not all of them may
be supported by your local router or your VPN gateway.

VPN Tracker automatically runs a test to detect the proper method for your
particular Internet connection when you first connect using this Internet con-
nection. However, test results could become outdated by changes to the local
router, so it is a good idea to test again if there are problems.

» Select“Tools > Test VPN Availability” from the menu

» Click“Test Again”and wait until the test has completed
» Try connecting again

Check that the IP address you are connecting to is part of
the network(s) permitted in the split tunneling setup
Check that the IP address you are connecting to is actually part of the remote

network(s) you permitted using the ACL in step 4. Also double-check the net-
work mask that you have configured for the remote network(s) there.



Further Questions?

You can find the latest news and compatibility information on our support
and FAQ website:

http://www.equinux.com/support

If you need to contact equinux Technical Support

If you can't resolve your issue with the information available on our website or
in this guide and would like to contact Technical Support through our web-
site, please be sure to include at least the following information:

» The manufacturer and model and firmware revision of the VPN gateway

» ATechnical Support Report from VPN Tracker (Help > Generate Technical
Support Report)

» Screenshots of what you have configured on your VPN gateway, in particu-
lar all VPN-related settings

» A description of the problem and the troubleshooting steps you have
taken
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Tunnel All Networks / Host to
Everywhere Connections

In some situations, such as when connecting from a public
wireless network, it can be useful to direct all Internet traffic
through the VPN. The following changes are necessary to
tunnel all Internet traffic through the VPN.

Disable Split Tunneling

0.NO Add Internal Group Policy
General Split tunneling network lists distinquish networks that require traffic to go through the tunnel and those that do not require tunneling.
Servers The security appliance makes split tunneling decisions on the basis of a network list, which is an ACL that consists of list of addresses
v Advanced on the private network.
Split Tunneling
IE Browser Proxy| | DNS Names: ¥ Inherit
> PN Cli —
> SSLVPN Clent | lf pojicy: () Inherit [ Tunnel All Networks Bl |
» IPsec Client —
Network List: @ Inherit 5 Manage..
Intercept DHCP C ion Message from Mit Clients v
Find: @ 2}
Help Cancel ) ( OK )

» On your ASA, edit the Group Policy

» Change the Split Tunneling Policy to Tunnel All Networks (if you are us-
ing the default settings for your default Group Policy, you can also simply
click the Inherit checkbox

Configure DNS

Since all your Internet traffic will be going through the VPN, you will need to
ensure that DNS resolution (looking up host names, such as www.google.com,
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and translating them to IP addresses) still works. Otherwise, it will seem as if
you are cut off from the Internet.

If Remote DNS on your ASA is properly configured (Servers setting of your
Group Policy), it will automatically transmit a suitable DNS server through
EasyVPN.To use this DNS server, make sure to check the boxes Use Remote
DNS Server and Receive DNS Setting from VPN Gateway, and set this DNS
server to be used for All Domains:

DNS M Use Remote DNS Server
M Receive DNS Settings from VPN Gateway
Use DNS Server for [ All Domains v ]

If you already have a working Remote DNS setup in VPN Tracker, you will
normally not have to change it.


http://www.google.com
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Command Line (CLI) Setup

Configuring VPN on your ASA is also possible through the command line. This chapter lists the commands corresponding to each
step in the first part of this document (steps that do not modify the configuration are not listed).

Commands for = Step 2 — Enable VPN
Enable IPsec VPN:

crypto isakmp enable outside

Using ADSM to enable VPN not only enables ISAKMP on the outside interface, it also adds a number of
e additional settings such as IPsec transforms, a crypto map and an ISAKMP policy. The settings shown
here are the defaults when enabling VPN through ADSM on a device with 3DES/AES license.

ISAKMP Policies (Advanced > Phase 1 in VPN Tracker)

crypto isakmp policy 5
authentication pre-share
encryption 3des
hash sha
group 2
lifetime 86400

crypto isakmp policy 10
authentication pre-share
encryption des
hash sha
group 2
lifetime 86400

IPsec Transforms and Maps (Advanced > Phase 2 in VPN Tracker):

crypto ipsec security-association lifetime seconds 28800

crypto ipsec transform-set ESP-AES-256-MD5 esp-aes-256 esp-md5-hmac
crypto ipsec transform-set ESP-DES-SHA esp-des esp-sha-hmac

crypto ipsec transform-set ESP-3DES-SHA esp-3des esp-sha-hmac
crypto ipsec transform-set ESP-DES-MD5 esp-des esp-md5-hmac

crypto ipsec transform-set ESP-AES-192-MD5 esp-aes-192 esp-md5-hmac
crypto ipsec transform-set ESP-3DES-MD5 esp-3des esp-md5-hmac
crypto ipsec transform-set ESP-AES-256-SHA esp-aes-256 esp-sha-hmac
crypto ipsec transform-set ESP-AES-128-SHA esp-aes esp-sha-hmac
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crypto ipsec transform-set ESP-AES-192-SHA esp-aes-192 esp-sha-hmac

crypto ipsec transform-set ESP-AES-128-MD5 esp-aes esp-md5-hmac

crypto dynamic-map SYSTEM_DEFAULT_CRYPTO_MAP 65535 set transform-set ESP-AES-128-SHA ESP-AES-128-MD5 ESP-AES-192-SHA ESP-AES-192-MD5 ESP-AES-256-SHA ESP-
AES-256-MD5 ESP-3DES-SHA ESP-3DES-MD5 ESP-DES-SHA ESP-DES-MD5

crypto map outside_map 65535 ipsec-isakmp dynamic SYSTEM_DEFAULT_CRYPTO_MAP

crypto map outside_map interface outside

You are free to change these settings according to your requirements. If you make changes, ensure
that the settings in VPN Tracker (Advanced > Phase 1/ 2) match what is configured on your ASA.

Commands for = Step 3 - Add an IP Address Pool

IP Address pool from the inside network:
ip local pool VPNTrackerPool 192.168.13.180-192.168.13.199 mask 255.255.255.0

IP Address pool from a different private subnet (e.g. 10.13.123.0/255.255.255.0):
ip local pool VPNTrackerPool 10.13.123.1-10.13.123.254 mask 255.255.255.0

Commands for = Step 4 - Add a Group Policy
access-list VPNTrackerACL standard permit 192.168.13.0 255.255.255.0

group-policy VPNTrackerGroup internal

group-policy VPNTrackerGroup attributes
split-tunnel-policy tunnelspecified
split-tunnel-network-1list value VPNTrackerACL
address-pools value VPNTrackerPool

! optional DNS settings
! dns-server value 192.168.13.10
! default-domain value nyc.example.com

Commands for = Step 5 - Add a User

username dalice password 9zuAQ9H+/EaHeskPsLla/g== nt-encrypted
username alice attributes

vpn-group-policy VPNTrackerGroup

service-type remote-access
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Commands for = Step 6 — Add an IPsec Connection Profile

tunnel-group VPNTracker type remote-access
tunnel-group VPNTracker general-attributes
default-group-policy VPNTrackerGroup

tunnel-group VPNTracker ipsec-attributes
pre-shared-key *****

Commands for = Step 7 — Exempt VPN Clients from NAT

IP Address pool from the inside network:

object network lan-subnet
subnet 192.168.13.0 255.255.255.0

nat (inside,outside) source static lan-subnet lan-subnet destination static lan-subnet lan-subnet

IP Address pool from a different private subnet (e.g. 10.13.123.0/255.255.255.0):

object network vpntracker-pool
subnet 10.13.123.0 255.255.255.0

nat (inside,outside) source static lan-subnet lan-subnet destination static vpntracker-pool vpntracker-pool
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