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1. Introduction

1. Introduction

This document describes how VPN Tracker can be used to establish a connection
between a Macintosh running Mac OS X and a Check Point VPN-1 Gateway.

The Check Point Firewall is configured as an Internet Gateway connecting a
company LAN to the Internet.

This paper is only a supplement to, not a replacement for, the instructions that
have been included with your Check Point Firewall. Please be sure to read those
instructions and understand them before starting.

All trademarks, product names, company names, logos, screenshots displayed,
cited or otherwise indicated on the How-to are the property of their respective
owners.

EQUINUX SHALL HAVE ABSOLUTELY NO LIABILITY FOR ANY DIRECT OR INDIRECT,
SPECIAL OR OTHER CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE USE OF
THE HOW-TO OR ANY CHANGE TO THE ROUTER GENERALLY, INCLUDING WITHOUT
LIMITATION, ANY LOST PROFITS, BUSINESS, OR DATA, EVEN IF EQUINUX HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



2. Prerequisites

2. Prerequisites

First you have to make sure that your Check Point Firewall has VPN support built
in. Please refer to your Check Point manual for details.

Furthermore you should use a recent Check Point version. Unfortunately, Check
Point version 4.1 is not supported.

For this document, VPN-1 FP3 and FP4 has been used.

When using Pre-shared key authentication you need one VPN Tracker Personal
Edition license for each Mac connecting to the Check Point Firewall.

For certificate authentication you need a CA with private key, so one VPN Tracker
Professional Edition is required in order to sign certificates. Only one VPN Tracker
Professional Edition is required, other VPN users can use a Personal Edition. For
further information please refer to chapter 3 in the VPN Tracker manual.

VPN Tracker is compatible with Mac OS X 10.2.x / 10.3.



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

3. Connecting VPN Tracker to a Check
Point Firewall using a Pre-shared Key

In this example the Mac running VPN Tracker is directly connected to the Internet
via a dialup or PPP connection.!

The Check Point Firewall is configured in NAT mode and has the static WAN IP
address 169.1.2.3 and the private LAN IP address 192.168.1.1. The Stations in the
LAN behind the Check Point use 192.168.1.1 as their default gateway and should
have a working Internet connection. The firewall rules are already defined and the
VPN connection between the windows clients and the Check Point VPN-1 GateWay

works.
Check Point New York
WAN 169.1.2.3
Chicago Mac-VPN Tracker LAN 192.168.1.1 E 192.168.1.10
dynamic IP W

E 192.168.1.20
- 2:_' e
E 192.168.1.30

LAN i
192.168.1.0/24

Figure 1: VPN Tracker — Check Point connection diagram

' Please note that the connection via a router, which uses Network Address Translation (NAT), only
works if the NAT router supports ,IPSEC passthrough®. Please contact your router’'s manufacturer for
details.



Step 1

3.1

3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Check Point Configuration

The pre-defined VPN Tracker connection type has been created using the default
settings for your Check Point Firewall. If you change any of the settings on the
Check Point side, you will eventually have to adjust the connection type in VPN
Tracker.

Adjust the VPN - Basic settings:

* Pre-shared Secret: check

Global Properties x|

- Firgtwall-1 VPN - Basic

- MAT - Metwork Addres:
- Authentication

Support authentication methods

- WPM-1 Pra
- WPN-T Net ¥ Pre-Shared Secret [For SecuRemote/SecureClient users]
= Filemnte Access
- WPM - Basic
PN - Advanced [¥ Public Key Signatures

- Cartificates

- Secure Configuratic W Hybiid Mode [VPN-1 & Firsall-1 authentication)
- Earlp Yerzions Com

- Extranet Management |

- LDAP Account b anage IKE ower TCP

- Smarthd ap

- Managerment High Ava

- ConnectControl

- 05E - Open Security E:

- Stateful Inspection

[+- Log and Alert

- SmartD ashboard custo

[ Gateways suppaort IKE over TGP

IP' comprezsion

[ Enable IP compression for SecureClisnt

Load distribution

™ Enable lnad distribution for Multiple Entr Paints configurations (Remote Access
connections]

Q. I Cancel Help

Figure 2: Check Point - VPN - Basic



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step 2 Adjust the VPN - Advanced settings:

* Encryption Algorithm: AES-128
* Data Integrity: SHA-1
* Support Diffie-Hellman groups: check Group 2

Global Properties x|

- Firewa'all-1 ¥FHN - Advanced
- MAT - Metwork, Addres:
- Authenlication I zer Encryption Properties
+-%PM-1 Pro
A EN-T Mt E nicryption Algarithm; I,{-._E5.1 29 j
= Remobe Socess ;
[rata Inkegrity: ISH.M j

- Certificates [ Enforce Encryption Algorithm and Data Intedrity on all users.

. Secure Configurati Hate: Thiz global enforcement applies o NG FP2 and higher Modules,

- Early Yersions Com and overmides user specific Encrpption Algorthm and Data [ntegrty settings.
- Extranet Management |

- LDAP Account Manage
- Smartkap
- Management High Ava

IEE Security aszociations Properties

- ConnectCantral _ Support Diffie-Hellman groups: [1Group 1 (768 bit]

- 0SE - Open Sen.:unly E: W] Group 2 (1024 bit]
- Stateful Inspection [1Group 5 (1535 bit)
- Log and Alert

[l
i =

- SmartD ashboard custol

Use Diffie-Hellman groups: IGmup 21024 bit] j

Rezolving mechanizm

¥ Enable SecureFemote/SecureClient to calculate statically peer
gateway's best interface based on network, topology.

™ Enable dynamic interface rezolving by 5ecureRemote/SecureClient peers.
[must be defined per gateway)

0 I Cancel Help

Figure 2: Check Point



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step3 Adjust the User Properties:

* Login Name: enter in e-mail address format (e.g. vpnuser@domain)

User Properties il
Locatian I Tirme I Certifizates | Encryption I
General | Personal I Groups I Authentication

Lagin Mame: |vpnuser@domain

QK. I Abbrechen Hilfe

Figure 3: Check Point — User Properties

e Authentication Scheme: Undefined

User Properties - ypnuser@domain 5'
Laocation | Time | Certificates | Encryption |
General | Pesonal | Groups Authentication

Authentication 5 cheme:
— Settings:

Mo Specific Settings

0K | Abbrechen | Hife |

Figure 4: Check Point - User Properties - Authentication



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

* Enable the IKE Encryption Method and the Log.

User Properties - vpnuser@domain il
General I Perzonal I Groups Luthentication |
Location I Time I Certificates Encryption

— Cliett Encmyption Methods ——

Edi... |

Successful Authentication Track:
" MNone & Log & dlert

ok | Abbrechen | Hire |

Figure 5: Check Point - User Properties - Encryption

Edit the IKE encryption method:

* Password (Pre-shared secret): the user password (e.g presharedkey)

IKE Phase Z Propetties |

Authentication | Encryption I

Select authentication schemes used:

IV Password [Pre-shared secret]: I*******—
Confirm Pazsword: Ixxxxxxx—

[~ Public Key

0K | abbrechen | Hire |

Figure 6: Check Point - IKE Phase 2 Properties



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step 4 Add user in a RemoteAccess Group.

The screenshots are only an example of adding the previously created user in a
group called “RemoteAccessUsers”. You may already have existing Access Groups.
We used the following.

Group Properties - RemoteAccessUsers |
Hame: IFlemoleAccessUsars

LComment: I

Cobr | I <
Wiewn: 2l - Wiew expanded group... |

Mot in Group: In Group:

< Bemove |

Ok, | Cancel | Help |

Figure 7: Check Point - Group Properties - RemoteAccessUsers

%k 192.168.0.128 - Check Point SmartDashboard - ¥PN Manager =& x|
Fie Edt View Manage Rules Policy SmartMap Search iindow Help

jaefyam||anas || B earatx||9eEma]| R ]
|E= 2 || isnermerore. || PR l8= & [2VET]] » & & & E 50 ]| = % "8 | (@& |
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Figure 8: Check Point - Main Screen — cpmodule



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Steps Please be sure that the previously created group is in the VPN community. Click on
the “Traditional mode configuration” button.

Check Point Gateway - cpmodule x|

- General Properties VPN
- Topology Thiz module participates in the following WP Communities:

:):(:: Remotetccess

Remote Access
Ewxtranet
Authentication

Logs and Masters
Capacity Optimization

: Add... Femayve |
- Advanced

Traditional mode configuratian... |

Certificate List
Mickname | DM | Certificate Autharity |
defaultCert  CM=cpmodule WPM Certifica... | internal_ca
< | 2l
Add.. | Edit... | Remove |

ak I Cancel | Help

Figure 10: Check Point Gateway - cpomodule

Enable “Pre-Shared Secret” and adjust the advanced settings.

Traditional mode IKE propetrties x|

General I

— Support key exchahge encryption with: Suppart data inkegrity with:

SEES = ¥ MD5
AES-256

DES [V SHAT
AR A oot LI

— Support authentication methods:

¥ Pre-Shared Secret Edit Secrets.. |

[ Public Key Signatures Specify...

W Ewportable for SecuPemnoteS ecureClisnt

Advanced ... |
ok | ébbechen | Hile |

Figure 11: Traditional mode IKE Properties
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3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Traditional mode advanced IKE properties:

* Support aggressive mode: enabled
* Support Diffie-Hellman groups: enable Group 2

Traditional mode advanced IKE properties |

Support Diffie-Hellman groups for IKE [phase 1] Security associations

[1Group 1 [FES bit]
[w|Group 2 [1024 bit)
[ Group 5 [1536 bit)

Rekeying Parameters

Reneqgatiate [KE [phase 1] Security associations every |1 440 3: Minutes

Renegatiate IPzec IKE phase 2] Security azzociations eveny IBBDEI 3: Seconds

™ Renegotiate IPsec [IKE phase 2) Security associations every IEDDDD 3: FEutes
Mizc

V¥ Support aggressive mode

Ok I Cancel | Help |

Figure 12: Traditional mode advanced IKE properties

% Multiple VPN Tracker Hosts

To create another user with the same settings, please repeat step 3-4.

11



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

3.2 VPN Tracker Configuration

Step 1 Add a new connection with the following options:

* Vendor: ,,Check Point“
* Model: your Check Point Software version

@00 Connection: New York

s

Connection: New York %

—[ Connection | Network  Authentication Identifiers = DNS -

Vendor: | Check Point }'ﬂ

Model: = Check Point VPN-1 (Certificates) m
Check Point WPN-1 Intemet Gareway (Certificates) | 2
Check Point WVPN-1 Intemet Gateway (Pre-Shared... v

IE‘ How-To... ]

Connection Options: [ Initiate connection from this end

[l Connect only when needed

@ Click the lock to prevent further changes.

( Cancel ) G—-Ql(-—)

Figure 13: VPN Tracker - Connection settings

12



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step 2 Change your Network Settings:

* VPN Server Address: public IP address of your VPN Gateway (e.g.
169.1.2.3)

e Remote Network/Mask: network address and netmask of the remote
network (eg. 192.168.1.0/255.255.255.0).

8eneo Connection: New York

—_—

Connection: New York %

! Connection | Network | Authentication Identifiers = DNS -

Topology: = Host to Network e !

Network Port: = Automatic [ ]

-

VPN Gateway Address: 169.1.2.3

Local Address: optional

Remote Network /Mask: 192.168.1.0 J 255.255.255.0 |+

@ Click the lock to prevent further changes.

( Cancel )E—el(—-)

Figure 14: VPN Tracker — Network settings

Please note: In order to access multiple remote networks simultaneously, just add
them by pressing the Plus-button.?

? For this step VPN Tracker Professional Edition is needed.
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3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step3 Change your Authentication Settings:

* Pre-shared key: the same Pre-shared key as in the Check Point
configuration.

06860 Connection: New York
® Pra-shared key: F'_,-\“
| presharedkey 4
1 Hide typing
—E () Enter key when establishing connection E—

The key will not be saved on disk.

( Cancel )E—Bﬂ(—)

" TEnable Extended Authentication (XAUTH)

@ Click the lock to prevent further changes.

“Cancel ) (0K

Figure 15: VPN Tracker - Authentication settings
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3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Step 4 Identifier Settings:

* Local Identifier: your username (e.g. vpnuser@example.com).
* Remote Identifier: Remote endpoint IP address.

@00 Connection: New York

Connection:  New York ﬁs'

I Connection = Network  Authentication | Identifiers | DNS |

Local Identifier: () Local endpoint IP address

) Own certificate

@ cker@equinux.com Email

Remote Identifier: ™ Remote endpoint IP address
() Remote certificate

—

L

"1 Verify remote identifier

@. Click the lock to prevent further changes.

= ~
[ Cancel ) E—Bi(—-)

Figure 9: VPN Tracker - Identifier settings

Please note: If you have typed in a correct username, the word "email" should be
visible beside the input field. Starting with VPN Tracker version 2.0.5 you can use
a username in the form “vpntracker” but you have to type in “@vpntracker” as
local identifier. An identifier of the form "@user" will be interpreted as "user" with
a type of "email" (User-FQDN). This is to help all Check Point users who have
usernames without an "@" in them, as Check Point always expects a User-FQDN
identifier.

15



3. Connecting VPN Tracker to a Check Point Firewall using a Pre-shared Key

Steps Save the connection and Click ,,Start IPsec” in the VPN Tracker main window.

You’re done. After 10-20 seconds the red status indicator for the connection should
change to green, which means you’re securely connected to the Check Point. After
IPsec has been started, you may quit VPN Tracker. The IPsec service will keep
running.

Now to test your connection simply ping a host in the Check Point network from
the dialed-in Mac in the “Terminal” utility:

ping 192.168.1.10

16



4. Connecting VPN Tracker Host to Check  Point Firewall using Certificates

4. Connecting VPN Tracker Host to Check
Point Firewall using Certificates

4.1 Check Point Configuration

Step 1 Please refer to section 3.1.

Step 2 User Properties:

* Please enter an Identifier in the form certificateUser

User Properties il
Locatian I Tirme I Certifizates | Encryption
General | Personal I Groups I Authentication

Lagin Mame: |certificateUser|

ok | Abbrechen | Hire |

Figure 10: Check Point - User Properties - General
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4. Connecting VPN Tracker Host to Check

User Properties - certificateUser il

Location I Time I Certifizates | Enciyption
General I Personal Groups | Avthentication
Available Groups Belongs to Groups
name
< Flemove |
Jl | i | N i

0K | Abbrechen | Hire |

Figure 11: Check Point - User Properties - Groups

Point Firewall using Certificates

Generate and save the certificate. The PKCS#12 file contains the certificate, your

private key and the CA.

User Properties - certificateUser il

General I Perzonal | Groups | Authentication
Location I Time Certificates | Encryption
Cerlificate State: IDbiect hasz a certificate.

[iM: ICN:certificateU zer 0U=uzers, D=cpmodule.chec

Wigw |

[Fenerate ahd save I | ritiate Rewaoke

See Help for a list of services that support authentication
bazed on cerificates.

0k | Abbrechen | Hire |

Figure 12: user Properties - Certificates
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4. Connecting VPN Tracker Host to Check  Point Firewall using Certificates

Please be sure that you enable the “Public Key” Authentication” in the IKE Phase 2
Properties.

IKE Phase 2 Properties |

Avthentication | Enciyption I

Select authentication schemes used:

[~ Paszsward [Pre-shared secret]: I
Lantim Passwond: I

¥ Public key

0k | Abbrechen | Hie

Figure 13: IKE Phase 2 Properties

Step 4 Tradition mode IKE properties:

Please enable the “Public key Signatures”. You can leave the “Pre-Shared Secrets”
enabled.

Traditional mode IKE properties |

General I

— Support key exchange encryption with: Support data integrity with:

2DES) o p MD5
5256

AE
DES - ¥ SHa1

[ L W R

— Support authentication methods;

v Pre-Shared Secret Edit Secretsz... |
v Public Key Signatures Specify... |

¥ E=portable for SecuRemaotes/S ecureClient

Advanced ... |
0K | Abbrechen | Hife |

Figure 14: Check Point - Traditional mode IKE properties
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4. Connecting VPN Tracker Host to Check  Point Firewall using Certificates

4.2 VPN Tracker Configuration

Step 1 Go to the VPN Tracker certificate manager (88 + “E”) and import the PKCS#12 file
you’ve previously exported.

Certificate Import

Certificate

not specified - drop here | Browse... |

Private Key (optional)

not specified - drop here | Browse... |

[ Cancel Import

Figure 15: VPN Tracker - Certificate Import

Step 2-3 Please refer to section 3.2 step 1-2.

Step 4 Change your Authentication Settings:

* Own Certificate: imported certificate from step 1
* Remote Certificate: Verify with CA’s

06860 Connection: New York
Own Certificate: = vpntracker J H ;
Remote Certificate: = Verify with CAs J :-J
| Edit Certificates... | ( Cancel ) ( OK “:. | =
Authenticate Using: _ Pre-shared key L
*) Certificates __Edit..

__ Enable Extended Authentication (XAUTH)

@ Click the lock to prevent further changes.

Cancel oK

Figure 16: VPN Tracker - Authentication Settings
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4. Connecting VPN Tracker Host to Check  Point Firewall using Certificates

Steps Change your Identifier Settings:

*  Local Identifier: Own Certificate
*  Remote Identifier: Remote endpoint IP address
*  Verify remote identifier: unchecked

8eno Connection: New York

—_—

Connection: Néw York %

— Connection = Metwork = Authentication | Identifiers | DNS -—

Local Identifier: () Local endpoint IP address
® Own certificate

)
L

Remote Identifier: () Remote endpoint IP address
¥ Remote certificate

—
L

"1 Verify remote identifier

@ Click the lock to prevent further changes.

( Cancel )G—GK—)

Figure 17: VPN Tracker - Identifier Settings

Step 6 Please refer to section 3.2 step 5.
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