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Introduction

This document describes how VPN Tracker can be used to establish a connection between a Macintosh running Mac OS X
and a D-Link DFL-800 router.

The D-Link gateway is configured as a router connecting a company LAN to the Internet.

This paper is only a supplement to, not a replacement for, the instructions that have been included with your D-Link
DFL-800. Please be sure to read those instructions and understand them before starting.

EQUINUX SHALL HAVE ABSOLUTELY NO LIABILITY FOR ANY DIRECT OR INDIRECT, SPECIAL OR OTHER CONSEQUENTIAL
DAMAGES IN CONNECTION WITH THE USE OF THE HOW-TO OR ANY CHANGE TO THE ROUTER GENERALLY, INCLUDING
WITHOUT LIMITATION, ANY LOST PROFITS, BUSINESS, OR DATA, EVEN IF EQUINUX HAS BEEN ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.



Prerequisites

First you have to make sure to use a recent D-Link DFL-800 firmware version. The latest release for your D-Link firewall can
be obtained from http://www.d-link.com/

For this document, firmware version 2.11.03 has been used.
Please note: VPN Tracker has been only been tested with the D-Link DFL-800 and the above firmware version.
You will need one VPN Tracker Personal Edition license for each Mac connecting to the DFL-800.

We recommend one VPN Tracker Professional Edition for the administrator’s Mac in order to export configuration files to
the clients. VPN Tracker is compatible with Mac OS X version 10.2.5+, 10.3 and 10.4.1+


http://www.linksys.com
http://www.linksys.com

Scenario

In our example, we need to connect an employee's Mac Book in San Francisco to an office in New York. The following
diagram illustrates this scenario:

—

The MacBook is directly connected to the Internet and has a public IP address, assigned by an ISP.

The office's VPN gateway is also connected to the Internet and can be accessed via an static IP address. The VPN gateway

also has a second interface which is connected to the internal office network. In our example, the office network has the
IP range 192.168.13.0/24.

A VPN tunnel will be established between the public interfaces in San Francisco and New York. Once the VPN tunnel is up,
San Francisco can access the office network behind the VPN gateway.
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Please note that the connection from a MacBook at home to an office network is just one possible scenario. The
instructions also apply to connections from a desktop computer or notebook in your office to a VPN gateway at home or
at another office. Please adapt the term "office network", which is used throughout this manual, to your scenario.



Task 1 - Configure your D-Link DFL-800

This section describes the configuration of your D-Link DFL-800 router.

When setting up a VPN, you'll have to handle a couple of parameters. Those parameters are marked with red dots with
little numbers in it. Throughout the setup we will point back to those parameters.



Step 1 - Setup your Objects

» Connect to your DFL-800
o
D'Lllll( » Select “Objects > Address Book > Authentication Objects

Building Networks for People
H " "
wHome  J\ Configuration» | Toolsy @5 Status, . Maintenance - 4 CI|Ck Add
2 - .
S orL 500 '\ Authentication Objects
& System
[=-[ Objects 75, Add, remova and madify Pra-Ghared Keys and Certficates.
|, Address Book v

foac

&7, Schedules
\Ahithentication Gbjacts| Name - AuthiType -
_} VPN Objests {2 AdminCert Centificate
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- : » Assign a name to the key object (e.g.“vpntracker_key”
D-Link g y object (e.g."vp _key") @

Building Networks for People

» Specify the desired passphrase (2)

Phome |\ Confguration s | 1T Toole v | % Status v Wy Mamtenance «
. ", "
S orLem @ vpntracker_psk » Click“OK

4] General

@ PSK (Pre-Shared Key) authantication is basad on a shared secrst that is known anly by the parties invalved

Name. wpntracker_psk o
Authentication Objects

B VPN Objects # ) Shared Secret

(a) Passphrase

IKE Algorithms
f:, IPaec Algorithms Shared Secrst; [varserse (2]
. § Rules
@3 Intartaces Confim Secret: [srennann
L&) Ethernet
[y ) Hexadscimal Kay
) 1Psec
: BPPPOE Passphrase
8 PPTonTP Sorvers
{% PPTPIL2TP Clents
{1 Interface Groups (a Sinca ragular words and phrases are vulnerable to dictionary attacks, do not use tham as shared secrets.
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» Select “Objects > Address Book > InterfaceAddresses”

D-Link

» Click “lannet”

Building Networks for People

AHome onfiguration~ || Toolsw 5 Status v . Maintenance +

__ - InterfaceAddresses

-+ DFL-800 4
o System
=[] Objects - An address folder can be used lo group related address objects for betler overview.
(21,2, Address Book L_;‘J:‘_
L InterfaceAddresses
e 1 Add =
i Services
%, Schedules Name - Address + User
{12 Authentication Objects 2 dmz_ip 172.17.100.254
_ VPN Objects 12 dmznet 172.17.100.0/24
(g Rules 2 dns 194.145.236.1
Interfaces & lan_gw 192.168.13.109
Routing =] 192.168.13.101
@ oP/IPS (?:;:eb 192.168.13.0/24
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» Set the network’s IP adress, along with its subnet mask (e.g.

D-Link 19216813.0/24") ©

Building Networks for People

73 Status . . Maintenance -

Home 2 Configuration ' Tools v

~ DFL-800 = lannet
& System General -~ User Authentication
(=) Objects
£ Address Book # ) General
. InterfaceAddresses [ ) Usean IP4 Address item to define & name far a specific IP4 host, network or range.
foac *
' Services
&% Schedules Name lannet
& Authentication Objects 1P Addross:
192.168.13.0/24 1 "172.16.50.8", "192.166.30.7, 192.168.30.11")
_ % VPN Objects g (3) 8
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Step 2 - Configure your VPN Tunnel

» Select”“Interfaces > IPSec”

D-Link » Click “Add”

Building Networks for People

waHome = ! Configuration ~ |T Tools»  #§ Status» . Maintenance +

) IPsec

) Manage the IPsec tunnel intefaces used for establishing IPsec VPN connactions to and from this syster
)

# - Name LocalNetwork « RemoteN
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- ; » Name: Choose a (unique) name for your VPN Tunnel
D-Link (unique) y

Building Networks for People

» Local Network: Choose the address object for your
local network

aHome | Configuration» T Tools, = #} Status. . Maintenance -

")) VPNTracke

‘v r
-+, DFL-800 J . " "
3’"9?:‘3'“ General ~ Authentication | Extended Authentication (XAuth) | Routing | IKE Settings | Kesp-aive | Adf 4 RemOte Network' Choose a“_nets
o jects
(- § Rules # General

» IKE Algorithm: Choose “High”

1|k Interfaces ) An IPsec tunnel dom s used lo define IPsec endpoint and wil appear as a logical inlesiace in the syster

_.gancrr-m o

- — S » IKE Life Time: Enter “28800"

(8 prroe Local Network: lsnnet 3

- il R - » IPSec Algorithm: Choose “High”
i Interface Groups Remole Endpoint: | (None)

[y » IPSec Life Time: Enter “3600"

| 43 Routing Encapsulation Mode: | Tunnal

5 L4

&1 @ IDP/ IPS

B1-|jg6 User Authentication 4] Algorithms

B1-{/5 Traffic Management

El-| @ ZoneDefense IKE Algorithms: High v
IKE Life Time 28800 o=
1Psac Algorithms: [ High “
1Psas Lte Time 3600 ==
IPsac Lite Time ° tiobyles
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» Switch to the “Authentication” tab

. ®
lnk » Select Pre-shared Key and your key object @)

Building Networks for People

waHome X Configuration » | Tools . Maintenance v

~ DFL-800

|| g System
i1-[_J Objects
| § Rules # ] Authentication
-1 |4 Interfaces

Extended Authentication (XAuth) |"Routing |”IKE Settings |~ Keep-alve |~ Ad

1) Ethernet ) X.500 Carfificate

Root Cerificate(s): Avaiable Selected

iPsec
% PPPoE

{8 PRTRILZTP Servers
{8 PPTRILZTP Clients
{4 Interface Groups
#® ARP

) Routing

@ 0P IPS Gateway Certificate:
]| g User Authentication

]| =} Traffic Management

¥ ZoneDefense (@) Pre-shared Kay

L‘
i‘

Identification List:

Pre-shared Key: vpntracker_psk P o
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- » Switch to the “Extended Authentication (XAUTH)” tab
D-Link

Building Networks for People » Select “Require IKE XAuth unser authentication for
wHome [ Configuration » | Toolsy = Status, . Maintenance inbound |PSeC ‘tunnels”

1 PPTPILZTP Servers
% PPTPILZTP Clients
4 Interface Groups

;’é VPNTracker

General |~ Authentication B:

Routing " IKE Settings

# ] IKE XAuth

Keep-alive

Ad

O ot
Require IKE XAuth user authentication for inbound IPsec tunnels

7= Pass usemame and passward to peer via IKE XAuth, if the ramote gateway requires it

Usemame
Password:

Confirm Password:
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» Switch to the “Routing” tab

D-Link

Building Networks for People

wHome

".:,\‘ Configuration +

T Tools » 7§ Status v . Maintenance +

;B VPNTracker

General Extended

{XAuth) ri'gm

# ] Automatic Routing

|IKE Settings

Keap-alive

Ad

| Interfaces —
) ] Allow DHCP aver IPsec from single-hast cients

-Ligl Ethernat
BIVLAN nam'caly add route to the remota natwork when a tunnel is established
51

= '!’\ IPsec
8 PPPoE 4] Packet Sizes

1% PPTRILZTP Servers Specify the size at which 1o fragment plaintext packets [rather than fragmenting IPsec).

Plaintext MTU:  [1424

% PPTRILZTP Clients
%% Interface Groups

# ARP

# ] IP Addresses

- L Routing IP addrass to use as saurca IP of tha tunnal
[+-| g IDP / IPS
= ) (@) Aulomatically pick the address of a local inlerfacs that comesponds 1o the lacal nat
[#]-| g User Authentication
[ = Traffic Management {0 Spediy addmzan manualy
- g ZoneDefense IP Address:

18
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» Switch to the “IKE Settings” tab

D-Link

Building Networks for People

» Make sure that all settings match the settings in the
screenshot to the left (these are the factory default settings)

Zatome | @ Configuration~ | | Tools~ | % Status+ | %. Maintenance +

j VPNTracker

= DFL-800
= o System General | Aulhentication | Extended Authentication (XAuth) | Routing ' [KE Seflings | Keep-aive | Ad
-] Objects
- 4 Rules 47 KE
). 4 Interfaces
S (o) Main DH Group
I Ethernet
IVLAN ) Aggresswe 3 3
- &) IPsag]
- (% PPPOE # Perfect Forward Secrecy
{9 PPTRILZTP Servers = P
{8 PPTPIL2TP Clients
g None K

-4 Interface Groups

+- /5 Traffic Management
£ ZoneDefense

#* ARP
-4 Routing # Security Association
- @ IDP{ IPS f&) PerNet
#]- | User Authentication g

# NAT Traversal

O oft
(@) Onif supporled and NAT=d

() On  suppartad
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» Switch to the “Keep-alive” tab

D Lillk » Select “Disabled”

Building Networks for People

Configuration || Tools v  #} Status v . Maintenance v

C’é VPNTracker

~ DFL-800

El-|43 System General | Authentication | Extended Authentication (XAuth) |~ Routing | IKE Settings | Keep-aive |~ Ad
[ Objects

- § Rules 4] Keep-alive

E Interfaces |Psac kaap-aives makes sura that an IPsac atall imes g ICMP

() Manually configured IP addresses

Source IP Address:

% PPTRIL2TP Clients oures s ~

“Interface Groups Destination IP Address: 5
 ———
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- » Switch to the “Advanced” tab
D-Link
» Activate “Add route for remote network”

Building Networks for People

GHome & Configuration | 'T Toolsy | 7} Status | % Maintenance +

< DFL-800 ;:j VPNTracker

B System General | Authentication | Extended Authentication (XAuth)

Routing | IKE Settings |“Keep-alive ' Advanced

4] Automatic Route Creation

Interfaces
L&l Ethernat Automatically add roule for remale nebwark.

IPsec d roule for remole netwark
% PPPoE
19 PPTRILZTP Servers Routa Metric: 100
.78 PETRILITE Clients
—
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Step 3 - Add VPN Users

» Select “User Authentication > Local User Database”
» Click“Add” to add a new user database

» Select a name for your database

D'Link » Click "OK" to save it

Building Networks for People

Home X Configuration+ |T Toolsw 4 Status S Maintenance +

] Local User Database
~ DFL-800
# System
_| Objects # General
B Bckiee Sluok A lacal user database contains user acoounts usad for authenticalion purposes.
1. InterfaceAddresses

aLe

959“"‘“"5 Name: VPNUsers|

i, Schedules
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» In the list of local user databases, click the newly created

D‘Lilll( database (e.g.”VPNUsers")

Building Networks for People

wHome I Configuration ~  |T Tools + ¢ Status~ 4 Maintenance «

& Local User Databases

a Manage the local user databases and user accounis used for authentication purposes.

3 Add

Name «
it sers

% PPTRIL2TP Clients
“ Interface Groups

#* ARP
[#-| % Routing
/@ IDP 7 IPS

=g User Authentication
=i Local User Databases’
R amm\r\ueers

“- [ VPNUsers

23



» Click”Add” to add a new user to the VPNUsers database

D-Link

Building Networks for People

/T Toolsy 7} Statusy . Maintenance ~

& VPNUsers

wHome & Configuration +

~ DFL-800
| & System
| Objects A local user dalabase contains user accounts used for authentication purposes
1§ Rules
[=l| g Interfaces
" o
FIEIVLAN
%) IPsec Name + Groups -
5 ventracker

[#| 2% Routing
[-|@ DP/IPS
-1 g& User Authentication
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» Enter a unique user name @) and password @
» Click"OK"

D-Link

Building Networks for People:

wHome | & Configuration v = || Toolsy = #§ Status+ = % Maintenance -

1% PPTRIL2TP Servers
8 PPTPIL2TP Clients

= g6 User Authentication
-[g8 Local User Databases

@ External User Databases
w User Authentication Rules
[ Traffic Management

| @ ZoneDefense

Q vpntracker

General -~ SSH Public Key

# ) General

Q User credentials may be used in User Authentication Rules, which in tum are used in e.g.

Usemame:

vpntracker o
rrmarane e

Password:

‘Confirm Password

% Interface Groups Groups:
#* ARP
E-L% Routing
/@ IDP / IPS

@camma separaled list of groups
Users that are membars of the "administrators’ group are allowed to change
Users that are members of the ‘audilors’ group are only allowed o view the firewall configuration.

|_Add edministrators || Add auditors

47 Pel PPTPILZTP IP C

A

Static Clent IP Address: | (None}
Metworks behind user (None}

Metric for netwarks:
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Step 4 - Add IP Rules

D-Link

Building Networks for People

S Home

& Configuration +

— DFL-800
{4 System
" Objects g 1P Rules are used to fiter IP-based network raffic. In addition, they provide means far add
- § Rules
- § P Riljes:
~_§ ipsec_to_lan1
_§ lan_to_wan1
i Access # - Name « Action « Sourcelnterface
o Interfaces ol _§ Ipsec_to_lanl
+-lggl Ethernet 2 _§ lan_to_wanl
LZIVLAN 3 #§ ping fw Allow {3 lan
i) IPsec

7} Status v " Maintenance v

I'T Toals +

§ IPRules

Building Networks for People

aHome | Configuration

1T Tools .| 3 Status

S, Maintenance -

o § Alow al
4 System General -~ Log Setings | NAT | SAT | SAT Server Load Balancing
- Objects
8 Rules 4) General
£ § 1P Rules AnIP e specfies what acton 1o perfarm on network raffc thal matches the specied fiter crleria
i gipsec_to_lant
- lan_to_wan1
N Narmo s i
D Access
(i Interfaces Acten AT =
15 Etheret Sewes: al senvieas v
AVLAN
T Schedule: | (Nane)
% 1Psec ! )
-l ] Address Filter
1@ PPTRILZTP Sorvers
(B PPTPILZTP Clonis - Spachy soure nleriscs and source netwrt netwerk, have to mateh forthe rus to matsh,
¥ Interface Groups -
- ARP Source Destinaton
25 Routng Interface: | PiTracker v e v
@DP/IPS Mot
5 User Authentication shnets & [ 4

» Select “Rules > IP Rules”

» Click"Add” to add a new group of rules

» Select a name for your group

» Click"OK"

» Select the new rule group in the list of groups
» Click“Add” to add a new rule

» Name: Choose a unique name (e.g.“ipsec_inbound”)

» Action: “NAT"

» Service: “all_services”

» Schedule:“(None)”

» Source Interface: Your policy’s name (e.g.“VPNTracker”)

» Source Network: “all-nets”

» Destination Interface: “lan”

» Destination Network: “lannet”

» Click “OK"
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D-Link

Building Networks for People

Home I Configuration v

2 DFL-B00
B System
] Objects
§ Ruies
& § IPRules
¢ ipses_to_lant
$ lan_to_vant
() Access
“hintertaces
g Ethernet
LEIVLAN
% Ipsec
8 PrroE
8 PPTPIL2TP Servers
8 PPTPILZTP Clents
4 nterface Groups
#* ARP
4 Routing
@10P11PS
{56 User Authentication

!T Tools» <3 Status+ A Maintenance v

§ Allow_al2

3] General

§ An 1P rule speciies what aston Lo perform on nebwark Liaffic thal malshes lhe specfied filer crkeria

Name. Rlow_oi2

Aston, AT s
Seviesi |l services v
Schedule: | (Neng) v

2] Address Filter

Spashy soures ntertace and sourss network, tagether wih destinatin interiacs and destination natuork. All parametars have ks mateh forthe ruls to mateh.

Sauree Destination
Interfase: | ian ¥ | venTrader v

Network:  annet v janes v

» Click“Add” to add a new rule

» Name: Choose a unique name (e.g.“ipsec_outbound”)
» Action: “NAT"

» Service: “all_services”

» Schedule: “(None)”

» Source Interface: “lan”

» Source Network: “lannet”
» Destination Interface: Your policy’s name (e.g.“VPNTracker”)
» Destination Network: “all-nets”

» Click "OK"
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Step 5 - Activate your Changes

» Select “Configuration > Save and Activate”

D Lllll( » Confirm the changes

Building Networks for People

Home X Configuration+ |T Toolsw 4 Status S Maintenance +

[ Discard Changes
[ View Changes

Model: DFL-800
System Time: 2007-08-27 18:02:44
Uptime! 0 days, 08:34:04

e i)

» Wait for the DFL-800 to reboot

Building Networks for People

<aHome | Configuration» || Tools+ 73 Status+ = % Maintenance -

2 DFL-800 E Save Configuration

B System
i Objects =\ Saving canfiguration, please wal.
i = Address Book ‘y
(L InterfaceAddresses
oac The changes have been saved, and the unit is now activating the new configuration.
g Services You must reconnect ta i wihin 30 seconds for the configuration changes to be finalized. If this fails, the unil wil revert to s previous canfiguration.
b Schadules This page wil automatially refrash in & saconds in an attamptto do this automatically.
2 Authentication Objsets Ifthe automatic refresh fais, you can:
) VPN Otjects + Raconnact to the unt manualy.
63 Ruios « Work out whora 1o connact by yoursolf(nacassary  nterfaca I address has changad)
1} Interfaces
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Task 2 - Configure VPN Tracker

This section describes the configuration of VPN Tracker for your D-Link router.

Step 1 - Create a new Connection

» Click on“New”in the VPN Tracker main window.
[Se &) WPN Tracker =
@ =8
k- Edit Duplicate Delete Export Activity Log
Connection Status

VPN service is not running

™ Smart vPN Stop VPN E
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Step 2 - Connection Settings

CXo8) Connection: New York | » Select the vendor (D-Link)
» Select your VPN router model (DFL-800)
Connection: New York %
» Make sure to enable “Initiate connection from this
: end”
{Connection I Network Authentication Identifiers DNS -
Vendor: | D-Link F+]
Model: D-Link DFL-200
- I" How-To... ‘1

Connection Options: @ Initiate connection from this end
| Connect only when needed
" Disable NAT Traversal

__| Client Provisioning

Protocol: = Mode Config =

@ Click the lock to prevent further changes.

( cancel ) G0k

TIP  The pre-defined VPN Tracker connection for the D-Link DFL-800 VPN router is based on the default settings for your D-Link

DFL-800 VPN router. If you or the administrator changed any of the settings while configuring the device, you might have
to adjust the connection type in VPN Tracker by double-clicking the model.

30



Step 3 - Network Settings

(@60 Connection: New York » VPN Server Address: public IP address of your VPN
— Gateway (e.g. 169.154.19.12)
Connection: New York %
» Remote Network/Mask: network address and

netmask of your office network €)

—! Connection | Network | Authentication Identifiers DN5

Topology:  Host to Network | :1

Network Port: ~ Automatic 4]

VPN Gateway Address: 169.154.32.3

Local Address: optional

o Remote Network /Mask: 192.168.13.0 [ 255.255.255.0 |+

@. Click the lock to prevent further changes.

C Cancel :l ( 0K )
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Step 4 - Authentication Settings

( Cancel )( oK )

m6en Connection: New York
® Pre-shared key: (|
N | @
@Hide typing
—@ () Enter key when establishing connection NS }—
The key will not be saved on disk.
2

@able Extended Authentication (XAUTH)

@ Click the lock to prevent further changes.

Cancel

OK

» Pre-shared key: Enter the pre-shared key you used
earlier when configuring the D-Link DFL-800 @)

» Make sure to check “Enable Extended
Authentication (XAUTH)”
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Step 5 - Identifiers Settings

eno

Co

nnection: New York

Connection:

New York

@

—! Connection Network

Authentication | Identifiers | DNS

Local Identifier:

Remote Identifier:

&) Local endpoint IP address
() Own certificate

~ )
o c
f¥) Remote endpoint IP address
) Remote certificate

iy m
L ¥

| Verify remote identifier

@ Click the lock to prevent further changes.

C Cancel ) G—H

» Please use the local / remote endpoint IP addresses
as identifiers
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Task 3 - Check the VPN connection

This section explains how to start and test your VPN connection.

It's time to go out!

You will not be able to test and use your VPN connection from within your office network. In order to test your connection, you'll

need to connect from a different location. That's why it's now time to go out. Take your MacBook Pro and have a coffee at your
favorite Internet cafe or go visit a friend.

Test your connection
To test if everything is setup correctly please follow the steps below:
» Get access to the Internet

» Make sure the Internet connection is working; open your Internet browser and try to connect to
http://www.equinux.com

» Start VPN Tracker if it's not already running

34


http://www.equinux.com
http://www.equinux.com

e0e VPN Tracker — * Select the connection you configured for your D-

N - Link device
A . o il .
New | Edit Duplicate Delete Export Activity Log » Hit the Start VPN button

Connection Status

M % Mew York

VPN service is not running

P
Authenticate » Provide the username @ and password @ defined
Please authenticate to establish the earlier
VPN connection "D-Link DFL-800". » Click OK

User Name: vpntracker (4]

User Password: ssssssssss e

gﬂemember this password (add to Keychain)

[ Don't show this dialog again

e ) o)
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ene VPN Tracker =
N = = . = -

A D> e & o Gl
New Edit Duplicate Delete Export Activity Log

Connection

.. New York

Status

Connection to 192.168.13.0/255.255.255.0 7s F)
established.

VPN service is running

# Smart VPN

( Stop VPN ) (- Restart VPN

36
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» If the light turns red after a few seconds, then
please read the Troubleshooting section on the
next page

» If the light turns green, that means you've
successfully established a connection

Congratulations! You did it!



Troubleshooting

| don’t get a green light in the VPN Tracker main window
» Make sure that your computer is not connected directly to the office network you want to connect to.

» Make sure, that the Identifier and the Pre-shared key you've entered in the router configuration match the settings you entered in
VPN Tracker.

» Verify that the public IP address you entered in VPN Tracker matches the public IP address of your router.

» Download our sample configuration and connect to our test device at http://www.vpntracker.com/connectiontest/

* If the test connection cannot be established: Make sure, that the internet connection is working and verify that your local
router is not blocking any connection attempts.

* If the test connection is established successfully: Your internet connection is working and does not block VPN connections.
Please check the log file of your D-Link DFL-800 for error messages.

» If you're still having issues with your connection, please create some screenshots of your settings on both ends, gather the log files
and send them over to our support team via http://www.equinux.com/us/products/vpntracker/contactus.html.
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What's next?

This section explains how to use your VPN connection.

Introduction

As the VPN connection has now been established, you should be able to access most of the resources in your office network.

Known Limitations

There are some limitations of a VPN connection compared to a direct connection to a office network.
» Bonjour: As Bonjour Chat is not supported over a VPN tunnel, you'll need to use iChat server in order to chat remotely.

» Browsing the network: You can't “browse” the remote network as you're normally used to. You need to connect to each machine
manually, as described on the next page.
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Accessing Files

To access files in your office network, just follow the steps below:

.'. Finder

File Edit

View BN Window Help

Back #[
Forward 3]
Enclosing Folder £

= Computer 2 3C

4 Home {r38H
 Network {r 38K
@ iDisk 3

A Applications {+ A
[ utilities
Recent Folders

Go to Folder...

Connect to 5erver.. [

» Go to the Finder application

» In the menu bar, click on Go->Connect To Server...
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een Connect to Server » Enter the IP address of the machine you want to connect to.

Server Address: In our example network this would be the IP address
192.168.13.21 [+ §O 192.168.13.21
Faverite Servers: » Click on the Connect button

» Enter your Username and Password to access the files

Remaove (" Browse -,I f Connect }
)

TIP  When connecting to a Windows fileserver, you'll need to prefix the IP address with “smb://; e.g. “smb://192.168.13.21"
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Accessing a FileMaker Database

To access a database available in your office network, just follow the steps below:

» Start the FileMaker application

@ FileMaker Pro B8 Edit View Insert Format » In the menu bar, click on File->Open Remote...

New Database...
Open...

Open Remote...
Open Recent
Close

Define

File Options...
Change Password..

Page Setup..

Print..

mport Records
Export Records...
Save/Send Records As
Send Mail...

Save a Copy As..
Recover...
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Open Remote File _» Click on the Add... button

View: | Favorite Hosts l—ii
Hosts Available Files
( Add... e Edit... Remaove
Network File Path: |
Example - fmnet:/hostIPAddress /fileName
P
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Edit Favorite Host

Favorite Settings

Host's Internet Address: 192.168.13.22
(Example - host.domain.com or 192.168.10.0)

Favorite Host's Name: Remote FM Server

(optional)
File Settings

®) Show all available files for this host

(") Show only these files

FMServer_Sample

) I »

Enter one file name per line, separated by a carriage return

(Cancelj f Save )
A

» Enter the IP address of the FileMaker server machine
» Enter a hostname for this machine (optional)

» Click on the Save button
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Open Remote File

View: | Favorite Hosts ']

Hosts Available Files

Remote FM Server (152.168.13.22)

P

( Add.. )( Edit.. )( Remove )

Network File Path: fmnet:/192.168.13.22/
Example - fmnet: /hostIPAddress /fileName

1 )
| Cancel )

Open

Z)

» Select a database from the list of Available Files and click
Open

» You are now able to access your FileMaker databases as
usual
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Acquire more Licenses

If two or more people need to access your office network via VPN, then you need to acquire more VPN
Tracker licenses.

To get more licenses, please contact your reseller and inquire about,VPN Tracker Personal Edition”.

Or point your browser to http://store.equinux.com and buy additional VPN Tracker Personal Edition Licenses online.
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