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1. Introduction

This document describes how VPN Tracker can be used to establish a connection
between a Macintosh running Mac OS X and a WatchGuard Firebox1 Internet Security
Gateway. The entire WatchGuard product range from Firebox 700 to Firebox 4500
(Firebox III Series) should be compatible with VPN Tracker – they only differ in the
number of simultaneous IPsec connections. equinux tested the Firebox 1000. Note:
This How-to is not for the Firebox Vclass System.

The WatchGuard Firebox is configured as a router connecting a company LAN to the
Internet.

The first example demonstrates a connection scenario with a dial-in Mac connecting to
a WatchGuard Firebox III Series.

This paper is only a supplement to, not a replacement for, the instructions that have
been included with your WatchGuard Firebox. Please be sure to read and understand
those instructions before beginning.

2. Prerequisites

Firstly, you have to make sure that your WatchGuard Firebox has VPN support built in.
Please refer to your WatchGuard Firebox manual for details.

Furthermore you should use a recent WatchGuard Firebox configuration version. The
latest software release for your WatchGuard Firebox can be obtained from

http://www.watchguard.com    

We tested the windows configuration software version 6.10-2358-SP1 with Linux boot
image 6.1.B1278

                                           

1 WatchGuard Firebox is a trademark of WatchGuard Technologies, Inc. registered in many countries.
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The type of the license needed (personal or professional edition) depends on the
connection scenario you are using:

• If you connect a dial-in Mac without it’s own subnet to the WatchGuard Firebox you
need a Personal License.

• If you want to establish a LAN-to-LAN connection from your Mac to the WatchGuard
Firebox, you need a VPN Tracker Professional License.

VPN Tracker is compatible with Mac OS X 10.2 or higher.

Make sure to use VPN Tracker 1.5.3 or higher.2

3. Connecting a VPN Tracker host to a
WatchGuard Firebox

In this example the Mac running VPN Tracker is directly connected to the Internet via a
dialup or PPP connection.3 The virtual IP address 10.1.2.3 will be assigned to the Mac
by VPN Tracker.

The WatchGuard Firebox is configured in NAT mode and has the static WAN IP address
169.1.2.3 and the private LAN IP address 192.168.1.1. The Stations in the LAN behind
the WatchGuard Firebox use 192.168.1.1 as their default gateway and should have a
working Internet connection.

                                           

2 All VPN Tracker versions before 1.5.3 included a wrong connection type for WatchGuard Firebox (the
Phase 2 Proposal settings should be 3DES (on top of the list) to match the default WatchGuard settings.)

3 Please note that the connection via a routerNetwork Address Translation (NAT) only works if the NAT
router supports „IPSEC passthrough“. Please contact your router’s manufacturer for details.
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Figure 1: VPN Tracker-WatchGuard Firebox connection diagram (host to network)

3.1     W       atchG      uar     d F     ir     ebox configuration

Please use the “Branch Office VPN” and „manual IPSec“ setting on the WatchGuard
Firebox, in order for VPN Tracker to connect. The pre-defined VPN Tracker connection
type has been created using the default settings for “Branch Office VPN“. If you
change any of the settings on the Firebox, you will subsequently have to adjust the
connection type in VPN Tracker. Be sure that the WAN IP of the remote gateway is not
in the list of blocked sites, i.e. the WAN IP is not a private IP.

Add a Gateway

Select a name for the remote gateway (e.g. mac-vpntracker). Enter the Gateway
Identifier (e.g. vpntracker@domain.com) and the Shared Key.

Step 1

VPN Tracker Mac
(dynamic IP)

Local Host 10.1.2.3

WatchGuard
WAN 169.1.2.3

LAN 192.168.1.1

LAN
192.168.1.0/24

192.168.1.10

192.168.1.20

192.168.1.30
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Figure 2: WatchGuard Remote Gateway dialog

Be sure to check the „Enable Aggressive Mode“ box at the bottom of the above
pictured frame (you must click „More“ to see this setting). The other options can be
left at their default state.

Please note that WatchGuard Firebox by default uses relatively weak encryption
settings. If you want to obtain maximal security you should change the encryption
settings in the advanced options to 3DES and SHA1 for phase 1. Caution: If you
change the encryption algorithms for phase 1 in the advanced options you must also
change the same options respectively in the Connection Type definition for VPN
Tracker.

Configuration of the Tunnel:

Figure 3: Add a tunnel and select the previously defined gateway

Here you simply have to select the previously created gateway „mac-vpntracker“ and
enter a name for the Tunnel (e.g. also “mac-vpntracker”). You can leave the other
settings in their default state.

Step 2
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Figure 4: Configure the VPN-Tunnel

Add Routing Policy

Figure 5: Add routing policy

You must enter the LAN IP address of the network behind the Watchguard Firebox as
“Local Network” (132.168.1.0/24), and the virtual IP of the VPN Tracker Host as
“Remote Host” (10.1.2.3). This last setting refers to the “Local Host” field in VPN
Tracker. Please note: The remote host IP is not the same as the dynamic IP from the
ISP. Select “mac-vpntracker” from Step 2 as Tunnel.

After steps 1, 2 and 3 the IPSec Configuration should look like this:

Step 3
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Figure 6: Finished IPsec Configuration

Services

You must edit the Firewall settings to allow the virtual IP address (10.1.2.3) from the
VPN Tracker side to access the local network on the WatchGuard side. Of course, you
must set this up for both directions (incoming and outgoing).

To create a new Firewall setting, add a service and select the Packet Filter “Any”.

On the “Incoming” tab select “Enabled and Allowed” from the popup menu. Then add
the virtual IP address (10.1.2.3) to the “From” list and the IP address of the LAN
(192.168.1.0/24) to the “To” list.

For the “Outgoing” tab use the same values with interchanged “From” and “To”
addresses.

Step 4

Step 1

Step 2

Step 3
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Figure 7: Firewall properties

3.2     M       ultiple      VPN      T      racker H      osts

Repeat steps 1 to 4, using different tunnel and gateway names e.g. mac-vpntracker2. If
you want to allow multiple simultaneous connections, you will also have to use
different virtual IP addresses for each connection.

4. VPN Tracker configuration

Add a new connection with the following options: Choose „WatchGuard“ as the
Connection Type, „Host to Network“ as mode, then type in the remote endpoint
(169.1.2.3) and the remote network (192.168.1.0/24). Enter the local host, which will be
the virtual IP address of your Mac (10.1.2.3). Click the triangle next to „Identifiers“ in
order to reveal the identifiers pane. Type in the same „Local Identifier“ that you typed
in in Figure 2 (vpntracker@domain.com). Leave the „Remote Identifier“ field blank.

Step 1
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Figure 8: VPN Tracker connection dialog

Click „Edit pre-shared key“ and type in the shared secret key that you typed in in the
WatchGuard Firebox (Figure 2).

Figure 9: Shared key dialog

Save the connection and Click „Start IPsec“ in the VPN Tracker main window.

You’re done. After 10-20 seconds the red status indicator for the connection should
change to green, which means you’re securely connected to the WatchGuard Firebox.
After IP sec has been started, you can quit VPN Tracker. The IPsec service will keep
running.

Step 2

Step 3
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Now to test your connection simply ping a host in the WatchGuard network from the
dialed-in mac:

ping 192.168.1.10

And from the WatchGuard network (192.168.1.0/24) you can:

ping 10.1.2.3

> Debugging

If the status indicator does not change to green please have a look at the log file on
both sides.  You can define the amount of information available in the log file in the
VPN Tracker preferences.

5. Setting up a LAN-to-LAN connection

In this example the Mac running VPN Tracker Professional is directly connected to the
Internet via a second Ethernet card or via a dialup or PPP connection. The WAN side
IP address can be dynamically or statically assigned.

The gateway Mac running VPN Tracker is configured as a router that connects the LAN
behind the gateway Mac (10.1.0.0/24) to the internet. Therefore, Internet Sharing must
be enabled on the gateway Mac. It can be enabled in the „Sharing“ control panel
under the Tab „Internet“. If you are using Mac OS X Server, VPN Tracker will
automatically enable routing.

The LAN IP address of the gateway Mac is 10.1.0.1 in our example. The client
workstations in the LAN must be configured with the gateway Mac as their router.

The WatchGuard Firebox is permanently connected to the Internet and has the static
WAN IP address 169.1.2.3 and the private LAN IP address 192.168.1.1. The stations in
the LAN behind the WatchGuard Firebox use 192.168.1.1 as their default gateway and
should have a working internet connection.

The WatchGuard Firebox is the passive side waiting for connections that are initiated
from the VPN Tracker side.



5. Setting up a LAN-to-LAN connection

11

   

Figure 10: VPN Tracker – WatchGuard Firebox connection diagram (network to network)

5.1     W       atchG      u      ar     d F     ir     ebox configuration

The WatchGuard Firebox has to be configured the same way as in steps 1 and 2 of
chapter 3.1.

The routing policy from step 3 is a slightly different. Select „Network“ as the remote
side and enter the network address of the VPN Tracker network (10.1.0.0/24) (Figure
11).

Figure 11: Routing Policy with network to network

You must edit the Firewall settings to allow the network IP address (eg. 10.1.0.0/24)
from the VPN Tracker side to access the local network on the WatchGuard side
(192.168.0.0/24). Once again, you must set this up running both ways, incoming (from
10.1.0.0/24 to 192.168.1.0/24 and outgoing (from 192.168.1.0/24 to 10.1.0.0/24).

Step 1 - 2

Step 3

Step 4

VPN Tracker Mac
WAN dynamic
LAN 10.1.0.1

WatchGuard
WAN (eth1) 169.1.2.3

LAN (eth0) 192.168.1.1

LAN
192.168.1.0/24

192.168.1.10

192.168.1.20

192.168.1.30

10.1.0.2

10.1.0.3

10.1.0.4

LAN
10.1.0.0/24
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Figure 12: Firewall Properties with Network to Network

If the remote gateways have static IP addresses you can choose to configure them in
the central WatchGuard Firebox gateway explicitly. Then you can define different
shared keys for the different remote gateways.

5.2    VPN      T      racker configuration

Add a new connection with the following options. Choose „WatchGuard“ as
Connection Type, „Network to Network“ as mode and type in the remote endpoint and
the remote network parameters.

Step 1
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Figure 13: VPN Tracker - Network to Network dialog

The setup of the shared key and the startup of the connection works the same way as
described in section 4.REF

Step 2, 3


