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1. Introduction

Introduction

This document describes how VPN Tracker can be used to establish a connection
between a Macintosh running Mac OS X and a SnapGear VPN Appliance. The entire
SnapGear product range should be compatible with VPN Tracker. equinux has tested
the SnapGear SOHO+.

The SnapGear VPN Appliance is configured as a router, connecting a company LAN to
the Internet.

The example demonstrates a connection scenario, with a dial-in Mac connecting to a
SnapGear VPN Appliance.

This paper is only a supplement to, not a replacement for, the instructions that have
been included with your SnapGear VPN Appliance. Please be sure to read and
understand those instructions before beginning.

All trademarks, product names, company names, logos, screenshots displayed, cited or
otherwise indicated on the How-to are the property of their respective owners.

EQUINUX SHALL HAVE ABSOLUTELY NO LIABILITY FOR ANY DIRECT OR INDIRECT,
SPECIAL OR OTHER CONSEQUENTIAL DAMAGES IN CONNECTION WITH THE USE OF THE
HOW-TO OR ANY CHANGE TO THE ROUTER GENERALLY, INCLUDING WITHOUT
LIMITATION, ANY LOST PROFITS, BUSINESS, OR DATA, EVEN IF EQUINUX HAS BEEN
ADVISED OF THE POSSIBILITY OF SUCH DAMAGES.



2. Prerequisites

Prerequisites

Firstly, you should use a recent SnapGear firmware version. The latest firmware release
for your SnapGear VPN Appliance can be obtained from:

http://www.snapgear.com
For this document, firmware version 1.7.2u2 has been used.

The type of the VPN Tracker license needed (personal or professional edition) depends
on the connection scenario you are using:

® |f you connect a dial-in Mac without it’s own subnet to the SnapGear VPN
Appliance you need a Personal License.

® |f you want to establish a LAN-to-LAN connection from your Mac to the SnapGear
VPN Appliance, you need a VPN Tracker Professional License.

VPN Tracker is compatible with Mac OS X 10.2 or higher.

Be sure to use VPN Tracker 1.6.1 or higher." For this document VPN Tracker version 2.0
has been used.

* All VPN Tracker versions prior to the 1.6.1 did not include a connection type for SnapGear products.



3.1

3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

Connecting a VPN Tracker Host to a
SnapGear VPN Appliance

In this example, the Mac running VPN Tracker is directly connected to the internet via
a dialup or PPP connection.? The SnapGear VPN Appliance is configured in NAT mode
and has the static WAN IP address 169.1.2.3 with gateway 169.1.2.1 and the private
LAN IP address 192.168.1.1. The stations in the LAN behind the SnapGear VPN
Appliance use 192.168.1.1 as their default gateway and should have a working Internet
connection.

SnapGear H -
VPN Tracker Mac WAN 169.1.2.3 s 920eLI0

(dynamic IP) LAN 192.168.1.1
192.168.1.20

- g d 192.168.1.30

LAN oo
192.168.1.0/24

local host 10.1.2.3

Figure 1: VPN Tracker - SnapGear VPN Appliance connection diagram (host to network)

SnapGear VPN Appliance configuration

The pre-defined VPN Tracker connection type has been created using the default
settings on SnapGear VPN Appliance. If you change any of the settings on the
SnapGear VPN Appliance VPN router, you will subsequently have to adjust the
connection type in VPN Tracker.

?> Please note that the connection via a router, which uses Network Address Translation (NAT), only works
if the NAT router supports ,IPsec passthrough®. Please contact your router's manufacturer for details.



3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

Step1 IPSec VPN Setup:

Go to [VPN -> IPSec] and enable “IPSec”, click the “Submit” Button to. Then specify
the routes by checking “eth1” and “Restart IPsec with new configuration” under “IPSec
Interfaces” and submit again.

(@ Web Page Configuration -

IPSec VPN Setup

IPSec Setup

IPSec allows you to connect two or more remote networks via an encrypted tunnel.

@ Connect to Internet Please refer to the Quick Install Guide and User Manual for steps o setting up an 1PSec

@ Disl-In Se tunnel. For the latest Interoperability documentation with other 1PSec vendors please
delio iy visit the Knowledge Base al www. snapgear.com.

@ 1P Confipuration Enable 1PSee: ¢

@ DHCP Server

@ Advanced Networki ng

1PSec Interfaces

Spectly which mterface(s) IPSec 1s to be used on. Select Defanlt rowte 11 you are using

a Incommg Access d
the SnapGear's default gateway as the interface for the IPSec tunnel to go out on. A

j: i g 5 " o e o -y
a OQutoing Access maximum of 4 interfaces can be used.
i — )
@ Rules « Default route - brought up when connected to a modem (recommended).
a Intrusion Detection Ensure the Connect to Infernet seltings allow for this.
e Content Filtering @ Specific routes:

E ethl

a PPTP VPN Chient Restart 1PSee with new tun]‘lguru[lun:@
c PPTP VPN Server Submitl
I IPSec

Add New IPSec Connection

@ Tlime Server

@ Password Add
@ Diagnostics

@ Advanced

0 Support

T S RO

Figure 2: Enable IPSec and specify routes



Step 2

3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

VPN IKE / IPSec Setup:

Push button “Add” on the ‘IPsec VPN Setup’ Page in order to add a new IPsec
Connection.

Enter a connection name (e.g. vpntracker) and don’t use the “Aggressive Mode”.
In passage ‘Local Network’, please type in the:

° “Internal subnet/netmask” (e.g 192.168.1.0/255.255.255.0)
o the “External IP” of the SnapGear Router

o and the Gateway IP address in the field “NextHop”

This settings refers to the [Networking -> Connect to Internet] settings in your
SnapGear Router.

Please enter the same virtual IP (e.g. 10.1.2.3) that you will use for ‘local host’ in VPN
Tracker (figure 8) on field “Internal subnet / netmask” of the “Remote Gateway”. This
setting refers to the “Local Host” field in VPN Tracker. The Network Mask is
‘255.255.255.255” and the external IP of the Remote Network is 0.0.0.0.

Finally please disable the “Dead Peer Detection’. The authentication method is “Using
a Pre-Shared Secret”.



3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

(@ Web Page Configuration

@ Conneet to Internet
@ Dial-ln Setup

e IP Configuration
@ DHCP Server

@ Advanced Networki ng

- Incoming Access
@ Outgoing Access
@ Rules

0 Intrusion Detection
e Content Filtering

@ PPIP VPN Client
@ PPIP VPN Server
7 1PSec

0 Time Server
0 Password
@ Diagnostics
@ Advanced
e Support

Add New IPSec Connection

Return to the mamn [PSec setup page.

General Setup

Please fill in the name for the [PSec connection. The name must not start with numbers
Or contain quoles or spaces.

Connection Name:{wpntradier

Use Aggressive Mode: =)
Local Gateway

Please fill in the configuration for your local network. The Infernal subnet/netmask
refers to the private network behind the SnapGear unit. The External {P refers to the
public network interface that the SnapGear unit will use for IPSec. This can be an 1P
address or a DNS hostname address. The Authentication Ideniifier 1s required when
using Aggressive Mode or using RSA key signatures for multiple Road Warriors and 1s
used to identify the other participant for authentication. For all other scenarios, this
field should be left blank and 1t will default o the External [P, The NextHop refers 1o
the next-hop gateway 1P address to the public network.

Internal subnet/netmask: [8218e10 [ [256.285 2660
External 1P: etz
Authentication Identifier: [~
NextHop: [eeaza

Remote Gateway

Please fill in the configuration for your remote network. To connect a remote machine
that has a dynamic public IP address, enter an External 1P ol 0.0.0.0.

Internal subnet/netmask: [10.1.2.3 | |z55 255 255 25:

External 1P: [oooo
Authentication Identifier- [

Dead Peer Detection

Dead Peer Detection allows the tunnel to be restarted if the remote gateway stops
responding. This option will only have an efTect 1if the remote gateway supports Dead
Peer Detection. It operates by sending notifications and waiting

for acknowledgements. Delay 1s the ime between notifications. The tunnel will be
restarted 1f no acknowledgements have been received for a period of Timeout.

Use Dead Peer Detection: EI
Delay (s): B~
Timeout (): If

Authentication Method for Automatie Keying (IKE)

8 Using a Pre-Shared Secret - (recommended)

& - - ~
o Using RSA Digital Signatures - (allow a few seconds to generate)

Figure 3: New IPSec Connection dialog



Step3

3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

Automatic Keying (IKE) Setup:

Insert a Pre-Shared Key. You can leave the other settings in their default value. And
submit the changes. Please Note: Every user uses the same shared key.

(@ Web Page Configuration =

Automatic Keying (IKE) Setup

Return to the mamn [PSec setup page.

NETWORKIR Automatic Startup

O Connect to Internet Automatically enable connection when 1PSec 1s 5[ur[ud:@
e Dial-In Setup

@ Configuration
@ DHCP Server Please choose the anthorisation method.

@ Advanced Networkin @ psp Encryption - Encapsulating Security Payload. Encrypts and
authenticates data - (recommended).

Security Protocols

~
' AH Protocol - Authentication Header. Provides a packet authentication
service only. No encryption 1s provided.

0 Incoming Access

@ Oupoing Access Authentication
@ Rules
@ lntrusion Detection The Pre-Shared Secret should be at least 24 characters long. The pre-shared secret 1s a
PR highly sensitive piece of information. 1t 1s essential to keep this information secret.
@ Content Filtering Communications over the [IPSec tunnel may be compromised 1f this information 1s
divulged.

|s ecretiey

@ PPTP VPN Client
@ PPIP VPN Server
7 1PSec

Key Configuration
Key Lifetime (hry: 1
Enable Perfect Forward Secrecy of kuys:@

Negotiate Connection Attempts:

@ Time Server ®Never give up (recommended)
@ Password O 3l

@ Duuenostics Restart IPSec with new tun]‘lguru[lun:@
@ Advanced

@ Support

Bl

Figure 4: Automatic Keying Setup dialog

After the steps 1-4 the configuration should look like this:



Step 1

3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

f@ 886 (@ Web Page Configuration =

- geur IPSec VPN Setup

IPSec Setup

NETWORKIN .
w IPSec allows you to connect two or more remote networks via an encrypted tunnel.

@ Conncet to Internet Please refer to the Quick Install Guide and User Manual Tor steps to setting up an 1PSec
@ DislIn S tunnel. For the latest Interoperability documentation with other 1PSec vendors please
s visit the Knowledge Base al www . snapgear.com.

@ P Configuration Enable 1PSec: @
@ DUCP Server

@ Advanced Networking

FIREWALL Tunnels
@ Incoming Access Conneetion  Enable/Disable
0 Outgumg Access vpn[rutkur [Disable] [Modify][Remo\re]
@ Rules

@ lnirusion Detection

@ Content Filtering 1PSec Interfaces

Specily which interface(s) [PSec 15 to be used on. Select Defandt route 1f you are using
the SnapGear's default gateway as the interface for the IPSec tunnel to go out on. A
maximum of ¢ interfaces can be used.

0 PPTP VPN Client

@ PPTP VPN Server ' Default route - brought up when connected to a modem (recommended).
7 1PSec Ensure the Connect fo Internet settings allow for this.

8 Specific routes:

@ ethl

o Time Server E
gl 2 r wAl ¥ " i
0 Paseword Restart IPSec with new configuration:

@ Diagnostics
@ Advanced

@ Support Add New IPSec Connection

Figure 5: IPSec VPN Setup dialog

Multiple VPN Tracker Hosts

Repeat steps 1 to 3, using different names e.g. vpn2 and a different virtual IP in field
‘Internal Subnet/Netmask’ addresses (e.g. 10.1.2.4) in paragraph ‘Remote Gateway’.

VPN Tracker configuration

Add a new connection with the following options: Choose ,,SnapGear “ as the
Connection Type, ,,Host to Network” as Topology, then type in the remote endpoint
(169.1.2.3) and the remote network (192.168.1.0/24). Enter the same “local host” that
you typed-in in Figure 5, which will be the virtual IP address of your Mac (10.1.2.3).



3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

General
Name: SnapGear
Connection Type: | SnapGear J :!
@ Initiate connection
Networking
Topology: | Host to Network = !

Local Endpoint: ¥ Default Interface
O

Remote Endpoint: 169.1.2.3

Local Host:  10.1.2.3 optional

Remote Network: 192.168.1.0 [ 24 L+

Authentication

® Pre—shared key (* Edit.. )

) Certificates Edit._.

@. Click the lock to prevent further changes.

{ Cancel ) HHFO

Figure 6: VPN Tracker connection dialog

Step 2 Click select ,,Pre-shared key“ and click “Edit...”. Type in the shared secret key that you

typed-in in the SnapGear router (Figure 2).

Pre-shared Key

kecretkey
1 Hide typing

Local Identifier

@ Local endpoint IP address

—
L

Remote Identifier

® Remote endpoint IP address

—
Wt

"I Verify remote identifier

{ cancel ) H‘—q

Figure 7: Pre-shared Key Authentication dialog
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Step 3

e
ooooo
Q

3. Connecting a VPN Tracker Host to a SnapGear VPN Appliance

Save the connection and Click ,,Start IPsec* in the VPN Tracker main window.

You’re done. After 10-20 seconds the red status indicator for the connection should
change to green, which means you’re securely connected to the SnapGear VPN
Appliance. After IPsec has been started, you may quit VPN Tracker. The IPsec service
will keep running.

Now to test your connection simply ping a host in the SnapGear VPN Appliance
network from the dialed-in Mac in the “Terminal” utility:

ping 192.168.1.10
And from the SnapGear network (192.168.1.0/24) you can:

ping 10.1.2.3

Debugging

If the status indicator does not change to green please have a look at the log file on
both sides. You can define the amount of information available in the log file in the
VPN Tracker preferences.

11



4. Setting up a LAN-to-LAN connection

Setting up a LAN-to-LAN connection

In this example the Mac running VPN Tracker Professional is directly connected to the
Internet via a second Ethernet card or via a dialup or PPP connection. The WAN side
IP address can be dynamically or statically assigned.

The gateway Mac running VPN Tracker is configured as a router that connects the LAN
behind the gateway Mac (10.1.0.0/24) to the Internet. Therefore, Internet Sharing must
be enabled on the gateway Mac. It can be enabled in the ,,Sharing“ control panel
under the Tab ,Internet”. If you are using Mac OS X Server, VPN Tracker will
automatically enable routing.

The LAN IP address of the gateway Mac is 10.1.0.1 in our example. The client
workstations in the LAN must be configured with the gateway Mac as their router.

The SnapGear VPN Appliance is permanently connected to the Internet and has the
static WAN IP address 169.1.2.3 with Gateway 169.1.2.1 and the private LAN IP address
192.168.1.1. The stations in the LAN behind the SnapGear VPN Appliance use
192.168.1.1 as their default gateway and should have a working Internet connection.

The SnapGear VPN Appliance is the passive side waiting for connections that are
initiated from the VPN Tracker side.

12



Step 1

Step 2

10.1.0.2

10.1.0.3

10.1.0.4

4.1

4. Setting up a LAN-to-LAN connection

VPN Tracker Mac SnapGear g

WAN dynamic

AN 1010 WAN (eth1) 169.1.2.3 192.168.1.10
I [ LAN (etho) 192.168.1.1

G

g

1
14

s

g 192.168.1.20

g~
i

(]

=% \ i e //; _2‘__.
S g 192.168.1.30
- LAN LAN =
10.1.0.0/24 192.168.1.0/24

Figure 8: VPN Tracker — SnapGear connection diagram (network to network)

SnapGear VPN Appliance configuration

The setup of enable IPsec works the same way as described in section 4.

VPN IKE / IPSec Setup:

Enter a connection name (e.g. vpntracker-ntn) and don’t use the “Aggressive Mode”.
In passage ‘Local Network’, please type in the:

° “Internal subnet/netmask” (e.g 192.168.1.0/255.255.255.0)
° the “External IP” of the SnapGear Router

° and the Gateway IP address in the field “NextHop”

This settings refers to the [Networking -> Connect to Internet] settings in your
SnapGear Router.

Please enter the same network IP (e.g. 10.1.0.0/255.255.255.0) that you will use for
‘local network’ in VPN Tracker (figure 8) on field “Internal subnet / netmask” in the
“Remote Gateway” passage. The external IP of the Remote Network is 0.0.0.0.

Finally please disable the “Dead Peer Detection’. The authentication method is “Using
a Pre-Shared Secret”.

13



Step3

4. Setting up a LAN-to-LAN connection

(606

(@ Web Page Configuration

0

e Connect to Internet
@ Dial-In Setup

@ Configuration

@ DHCP Server

ﬁ Advanced Networking

@ Incoming Access
a Outgoing Access
@ Rules

@ lntrusion Detection

@ Content Fil lering

@ PPTP VPN Client
@ PPTP VPN Server
> 1PSec

@ Tlime Server
0 Password

0 Diagnostics
Q Advanced

@ Support

eu' Add New IPSec Connection

Return to the mamn [PSec setup page.

General Setup

Please 11l in the name for the IPSec connection. The name must not start with numbers
or contam L]LIU[L'S Or spaces.

Connection Nam u:lup ntracker-ntn

Use Aggressive Mode:
Local Gateway

Please fill in the configuration for your local network. The Infernal subnet/netmask
refers to the private network behind the SnapGear unit. The External £P refers to the
public network interface that the SnapGear unit will use for [PSee. This can be an [P
address or a DNS hostname address. The Awthentication Ideniifier 15 required when
using Aggressive Mode or using RSA key signatures for multiple Road Warriors and is
used to identily the other participant for authentication. For all other scenarios, this
field should be left blank and 1t will default to the External [P. The NextHop refers 1o
the next-hop gateway 1P address to the public network.

Internal subnet/netmask: [192.168.1.0 [ |z55.255 2550

External IP: |1sg.1.2.3
Authentication Identifier: |
NextHop: |1ag.1.2.1

Remote Gateway

Please fill in the conliguration for your remote network. To connect a remote machine
that has a dynamic public 1P address, enter an External 1P ol (0.0.0.0,

Internal subnet/netmask: [101.00 /|25 255 255 0
External 1P: ID.D.D.D
Authentication Identifier: |

Dead Peer Detection

Dead Peer Detection allows the tunnel to be restarted if the remote gateway stops
responding. This option will only have an efTect if’ the remote gateway supports Dead
Peer Detection. It operates by sending notifications and waiting for
acknowledgements. Delay is the ime between notifications. The tunnel will be
restarted 1f no acknowledgements have been received Tor a period of Timeour.

Use Dead Peer Detection: {j
Delay (s): IQ_
Timeout (s): [EEl

Authentication Method for Automaltic Keying (IKE)

® us g a Pre-Shared Secret - (recommended)

Y 5 - -
o Using REA Digital Signatures - {allow a few seconds to generate)

Automatic Keying (IKE) Setup:

The SnapGear has to be configured the same way as in step 3 of chapter 3.1.
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4. Setting up a LAN-to-LAN connection

4.2 VPN Tracker configuration

Step 1 Add a new connection with the following options. Choose ,,SnapGear“ as Connection
Type, ,Network to Network” as mode and type in the remote endpoint and the remote
network parameters.

General
Name: SnapGear
Connection Type: SnapGear ﬂ
@ Initiate connection
Networking
Topology: Network to Network ﬂ

Local Endpoint: ¥ Default Interface

Remote Endpoint: 169.1.2.3

Local Network: 10.1.0.0 /24 |+

Remote Network: 192.168.1.0 [ 24 +

Authentication

s

® pre-shared key _ Edit...

) Certificates dit

’5‘ Click the lock to prevent further changes.
—t

Cancel \ (——‘.'mve—-,

Figure 9: VPN Tracker connection dialog

Step 2,3 The setup of the shared key and the startup of the connection works the same way as
described in section 4.
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